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Abstract

Information Communication Technology (ICT) and Information Security (IS) are playing vital role in the present day communications.
Information is prone to side channel attacks at software level where as it is very difficult to hack the information at hardware level. Secu-
rity is the major concern in the paperless communication and cashless online transactions. This paper aims to implement the most se-
cured Improved Modified Blowfish Algorithm (IMBFA) by incorporating cell substitution using Wave Dynamic Differential Logic
(WDDL) and interconnect decomposition in the VLSI Design flow to not to allow the hacker to estimate or predict the key. Proposed
IMBFA which can result in high speed, high throughput and effective memory utilization compared to Data Encryption Standard (DES),
Triple Data Encryption Standard (TDES), Advanced Encryption Standard (AES) and Blowfish (BF). In this research paper, IMBFA
yielded minimum delay as 71.067 ns, frequency of the design as 14.07 MHz, memory utilization as 62.481MB and throughput is
900Mbps compared to AES, TDES and DES algorithms. It is simulated using ModelSim, Synthesized using Leonardo Spectrum and

implemented using Verilog HDL.
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1. Introduction

Cryptography is playing important role not only in securing the
data but also securing the software and hardware from hackers. To
overcome the brute force attack in DES, Triple DES algorithm is
implemented, which is theoretically seems good, but practically
requires more hardware. Advanced Encryption Standard (AES) is
the mainstream cryptographic algorithm used to encrypt and de-
crypt the data. Even through AES is good for security; it is prone
to Side channel attacks. Hence, Blowfish algorithm is used as
industry standard cryptographic algorithm, which is not yet
hacked and highly secured algorithm [1][2].

1.1. Data Encryption Standard (DES)

It takes 64-bit plain text and encrypts into 64-bit cipher text with
the help of 56- bit key. It has 16- rounds of operations. It was the
basic encryption algorithm before Triple DES (TDES). It is prone
to brute force attack which means that hacker tries to break the
key by applying 2n combinations of inputs, where n is the number
of input bits. It’s a popular and most widely used algorithm before
TDES. It is most insecure algorithm compared to other algorithms

[3].
1.2. Triple Data Encryption Standard (TDES)

It is triplication of Data Encryption Standard (DES). It has
plaintext of 64- bit data blocks. It overcomes the Brute Force at-

tack suffered by DES algorithm. TDES method is having three
keying options:
e Option-1: Independent three keys k1, k2 and k3 as shown in
below in fig.1 for encryption and fig.2 for decryption processes.
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Fig.1: TDES Encryption Process
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Fig.2: TDES Decryption Process

o Option-2: First two keys are independent and k1 = k3.
e Option-3: Three keys k1, k2 and k3 are equal.

Thus option-1 has three keys independent of each other (k1, k2
and k3) as shown in fig.1 for encryption and fig.2 for decryption
which is the strongest among all. It has 168 bits key length where
as option-2 has 112 key bits where the first two keys are inde-
pendent (K1 and K2) and first key (K1) and third key (K3) are
equal. It is less secured compared to option-1. The option-3 is
having 56 key bits as same as DES but used thrice in the algorithm
because of all three keys are equal and prediction can be done
easily. It is a symmetric key block cipher. Secured than DES but
takes more time to encrypt/decrypt than DES [3].
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1.3. Advanced Encryption Standard (AES)

AES is a block cipher with 128 bit plaintext as input. It has varia-
ble key length. The block length and key length may be 128 with 9
rounds, 192 bits with 11 rounds, 256 bits with 13 rounds opera-
tions. Every round has four steps, i.e., sub bytes, shift rows, mix
columns and add round key. AES encryption is most secured and
fast compared to DES and TDES algorithms [2].

1.4. Blow-Fish (BF)

Blowfish is a symmetric key algorithm with variable key length. It
is a block cipher with 64-bit blocks. The key length varies from 32
to 448 bits. The data encryption occurs through 16-round fiestel
network. At the end the Left Encryption (LE) and Right Encryp-
tion (RE) are XORed with P-array P18 and P17 respectively. Each
round has XOR, ADD, SUBSTITUTE and swap operations. It is a
complex, fast, high throughput and more secure algorithm com-
pared to DES, TDES and AES [4][5][6]. Theoretical comparison
of DES, TDES, AES and BF algorithms [14] for block size, key
length and number of rounds are given in the table 1.

Table 1: Comparison Of Blowfish, Aes, Triple Des And Des Algorithms

For Block Size, Key length And Number of Rounds
SNO | ALGORITHM | BLOCK SIZE KEY NUMBER
(BITS) LENGTH OF
(BITS) ROUNDS
1 DES 64 56 16
2 TDES 64 168 48
8 AES 128 256 13
4 BF 64 448 16

1.5. Literature Review

PBFTDES paper described about various implementations of
Blowfish with and without modulo adder and WDDL logic, Blow-
fish with constant delay n-bit adder and WDDL logic in compari-
son with TDES. The throughput of Blowfish with constant delay
n-bit adder and WDDL logic implementation yielded good results
compared to other implementations considered [1].

HWCSAES paper presented comparison of DES, 3DES, AES and
3AES algorithms. It is clearly states that proposed AES is more
secured, taking less time and giving out more throughput com-
pared to DES and 3DES [2].

PADCA paper presents different cryptography algorithms in
which key size, file size, average encryption/decryption time is
considered. It reveals that DES is taking less time than AES and
Blowfish algorithms. Blowfish is more secured than other sym-
metric algorithms [3].

HTHSBFA presents blowfish algorithm implemented in four
methods with and without Wave Dynamic Differential Logic
(WDDL). Modified Blowfish Algorithm yielded minimum delay
and maximum throughput compared to other implementations [9].
SBFAWN paper presents superiority of Blowfish over DES,
TDES and AES algorithms in terms of encryption/decryption time
and Throughput. It also states that blowfish is more secured algo-
rithm compared to other algorithms considered in the paper [15].
BFAESA research work presents the efficiency of Blowfish and
AES algorithms with respect to average encryption/decryption
time and throughput for different block/key sizes. It shows that
Blowfish algorithm is the best one compared to AES algorithm for
security, delay and throughput [17].

PADEA research paper compared DES, 3DES, AES and Blowfish
Algorithms for key/ block size, encryption/decryption time and
throughput. It reveals that Blowfish algorithm is much better than
AES, 3DES and DES algorithms in the performance parameters
considered for the design [19].

2. Theoretical Analysis

2.1. Improved Modified Blow-Fish Algorithm

Blowfish algorithm is a symmetric key algorithm uses plaintext in
the block sizes of 64-bits. It has 16-rounds of operations. Plain
text of 64-bits separated as two halves, 32 bit each (LE and RE).
We perform 16-rounds of operations during encryption and de-
cryption processes which involve XOR, Fiestel function (F), XOR
and SWAP the LE and RE operations in each round as shown in
fig3. After 16-rounds of operations, it generates RE and LE by
XOR operation with P17 and P18 respectively. Last step in en-
cryption process is concatenation of LE and RE to generate 64-bit
Cipher text. In IMBFA algorithm [1][7][12], if string (i) = “0” and
Flag = “0” then it goes through function block else it goes without
function block in every round of operation.

The flowchart gives clear explanation about IMBFA encryption
process of converting plaintext in to a cipher text as shown in fig.3.

[ START OF ENCRYPTION |

LE..=PI[31:0]
RE., = PT[63-32]

Generate 16-bit Random Number (En)
STR. «=— En

LE=LEXOEP:

[ CTI63:0] =( LE.RE} |
L]

[ EMD OF ENCRYPTION |

Fig.3: IMBFA Encryption Process Flowchart

The modified approach for blowfish algorithm [7][8] consists of
the same specifications as that of Blowfish algorithm except that
of a random number defined as Rn of 16-bit string, can be any
integer from 0 to 65535 (i.e. within the range of 2°16). A variable
called flag is considered, it can be either 0 or 1. Initially its value
remains 0. The positions in which a ‘0’ is encountered from LSB
to MSB then set the flag to ‘1’ otherwise ‘0’ as shown in fig4.
Treat the position of ‘0’ in the string as a round number of an
IMBFA algorithm. If the flag is equal to ‘0’, then the encryption
process is same as Blowfish algorithm else no F Function applied
in that round i.e. LE is directly sent for calculation of RE as shown
in fig.3.

In Fig4 shown below, the positions that are holding ‘0’ entries are
round numbers of blowfish encryption algorithm, in such rounds
the F function will not work in the encryption and decryption
statement. The function statements are given below in the form of
equations (1) and (2) where LE is left encryption, RE is right en-
cryption and F is function output generated by taking each suc-
ceeding 8-bits from LSB to MSB of LE as an address of particular
location (w, X, y and z) of each S-Box:

F(LE) = ((S1(w) + S2(x) P S3(y)) + S4(2):--(2)

[o]1[1]tfofos]o]]o]1[r]1]o]o]1]

I

Flag=1

Fig.4: Working of Modified blowfish encryption algorithm.
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The modified blowfish encryption algorithm runs on the input
plain text. It consists of a function block with four Look Up Ta-
bles (LUTS) acting as S-Boxes shown below in fig.5.

P[31:0]

32-bit WDDL X-OR

8-bits 32-bits
S-box 3
(LUT 3)

Y S3(Y)

32-bits

32-bit WDDL Adder F[31:0]

8-bits | S-box4 |32-bits -
ary [

z S42) 32-bits

Fig.5: Fiestel Function Block of Blowfish Encryption Algorithm.

The Fiestel function (F) block internal process [9][10][11] is gives
clarity in generating 32-bit output with Addition, XOR and Addi-
tion using WDDL logic on 32-bit input to the function block. Each
s-box is applied with 8-bit input from LE as address of the loca-
tion in s-box and outputs 32-bits of data stored in s-box.

2.2. Advanced Encryption Standard (AES)

It has block size of 128-bits and key size is 128, 192 or 256 bits
with 9, 11 and 13 rounds of operations respectively. With block
size of 128-bits and 128-bit key size, it has 9-round, each round
involves four steps i.e., sub bytes, shift rows, mix columns and
add round key. Last round has only three operations i.e. Sub bytes,
Shift rows and Add round key [2]. Decryption is just reverse pro-
cess of encryption as shown in Fig6, which describes about en-
cryption and decryption of AES process in detail [13]. It takes
more time to encrypt and decrypt because of matrix manipulations
which requires more memory space to store the information. It is
an industry standard algorithm.

Plain Text
Piin Taxt
‘Add round key f
Round 1 1 H wioa) }_]_ Round 10 |
Sub byvies Add Round Kev

Iverse Sub byes

Inverss Mx columns

[ Expand Key
Tnverse Shift Rows
.43 Round Key
¥
1 I

Add Round Kev

Inverse Sub bytes

Inwerse Shift Rows

Round 9
Sub bytes

Mix Columns
Add Round Key

' 1 !
Round 10 ‘ Round 1

Shift rows Add Round Kev

Add Round Key Inverse Sub bytes
Inverse Shift Rows

Add Round Key

Ciphar Taxt

W[40:43]

Fig.6: Flowchart for AES Algorithm for Encryption and Decryp-
tion.

3. Design of Blowfish Algorithm

As shown in fig.7 below, IMBFA algorithm architecture [7] is
designed with three major blocks, i.e. Encryption unit, Decryption
unit and Sub key generation unit. Encryption unit receives inputs

from 64-bit plain text, P-array of p1 to p18 partial keys, clock and
Enc/Dec and generates an output of 64-bit Cyphertext as per the
algorithm. Whereas decryption is reverse process to the encryption
in which decryption unit receives inputs as 64-bit Cyphertext, p-
array of p18 to pl partial keys, clock and Enc/Dec and generates
an output of 64-bit plain text. Sub key generation unit has 448-bit
key as input and 18 partial keys (i.e. p1 to p18) as outputs which
are helpful in generating LE and RE in encryption and LD and RD
in decryption in each round of operation.

3:01

CLK '::>
Sub-  |— ~
Key P1[31:0] g
Gener v | ENCRYPTION
KEY[447:0] ation )
Unit HI8[31:0] .
| —
Cyphertext[63:0]

ENC/DEC

P18[31:0]
DECRYPTION [——™

Plaintext[63:0]

P2[31:0]

P1[31:0]

Fig.7: Top level Design module of Blowfish Algorithm

It has sub-key generation unit for generation of sub-keys to be
used in each round of operation. The plain text is of 64-bit block
and it is divided in to two halves as Left Encryption (LE) and
Right Encryption (RE) each of 32-bits. In each round of operation,
the algorithm will perform RE and LE operations as shown in fig3
for encryption. The Fiestel function (F) in each round to generate
RE from LE with substitution, addition, XOR and addition opera-
tions as shown in fig.5.

Thus, the IMBFA algorithm follows the normal procedure for 16-
rounds. RE16 and LE16 are XORed with P17 and P18 respective-
ly to generate RE17 and LE17. Then LE17 and RE17 are concat-
enated to generate Cyphertext i.e. CT [63:0]. Reverse operation is
performed for the decryption operation.

The sub-key generation unit is to generate 18- sub-keys (P-Array)
from 448-bit input key, i.e., K-array has 14 input sub-keys of 32-
bit each, can be used in generating P-Array of P1 to P18 initial
sub-keys, each one is 32-bit width [1] which is updated as per the
following equations (3):

P1=P17K1, P2 = P2"K2...
P14 = P14"K14,
P15=P15”K1, P16=P16"K2, P17=P17"K3, P18=P18"K4; (3)

Where K1 to K14 (32-bits each) are generated from 448-bit input
key. Initially we load P-Array of P1 to P18 with known values of
each 32-bit width. Sub key generation unit is updating the p-array
for every encryption operation of 64-bit plain text.

4. Results and Discussion

The implementation of Improved Modified Blowfish algorithm is
compared with AES, Triple DES and DES Algorithms is given
below in the table 2. This research paper aims at minimizing the
propagation delay, increasing throughput effective memory and
area utilization.

Propagation is the time taken by the algorithm to convert plain
text to cyphertext. As the delay is less (71.067ns) compared to
other implementations as shown below in fig.8.
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Table 2: Comparisons of Improved Modified Blowfish, AES, Triple DES
and DES Algorithms for Delay, Throughput, MU and AU

N | Crypto-algorithm | Delay TP MU % of AU
0 | /parameter (ns) (Mbps) | (MB) (Slices
&LUTs)
Improved modi-
fied Blowfish
1 | Algorithm 71.067 | 900 62481 | 11
(IMBFA)
2 | AES 158.93 | 800 68.719 | 14
Triple DES 197.24 | 320 36.843 | 72
1
4 | DES 76.56 835 33.259 | 66

TP: Throughput MU: Memory Utilization, AU: Area Utilization

Delay (ns)

250

200

150

100

-l -

o T T T
IMBFA AES Triple DES DES
Fig.8: Delay comparisons of IMBFA, AES, Triple DES and DES imple-

mentations

Throughput is the ratio of number of bits Encrypted/Decrypted to
the Time taken by the algorithm. As per the results obtained
shown in fig.9, BF implementation yielded best throughput
(112.5MBps) compared to other implementations considered be-
cause of its less time to encrypt and decrypt and efficient algo-
rithm implementation.

TP (Mbps)

1000
900
800
700
600
500
400
300
200
100
a

IMBFA AES Triple DES DES

Fig.9: Throughput comparisons of IMBFA, AES, Triple DES and DES
implementations

As shown in fig.10, AES algorithm is utilizing more memory
(68.719MB) than IMBFA, Triple DES and DES algorithms be-
cause of more number of matrices to be stored in 9-rounds of op-
erations to be performed such as sub bytes, shift rows, mix col-
umns and Add round key operations in every round of both En-
cryption and Decryption processes.

MU (MB)
80
70
50
50
40
30
20
10
0 T T T
IMBFA AES Triple DES DES

Fig.10: Memory Utilization comparison of IMBFA, AES, Triple DES and
DES implementations

As shown in fig.11, area utilization in TDES is more because of

TDES repeats DES process three times. Hardware over burden

more in TDES and DES where as 1IMBFA requires less AU and

more secured

%% of AU (Slices & LUTs)
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&0 |-
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3 = |

IMBFA AES
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Fig.11: Area Utilization comparison of IMBFA, AES, Triple DES and
DES implementations

5. Conclusions

As discussed in the results and discussion that Improved Modified
Blowfish Algorithm implementation gave better results compared
to other implementations. Blowfish Algorithm has 71.067ns delay,
and thus increased throughput to 900Mbps compared to AES,
TDES and DES implementations. It is providing more security
because of 448 bit key length and incorporating WDDL logic in
the Encryption and Decryption process of Crypto-processor digital
design flow. However, the memory utilization is less for DES
algorithm compared to other designs considered because of its less
complexity and less security to the plaintext.

Future scope of this research work is to decrease the delay, im-
prove the frequency and yielding better throughput of Blowfish
compared to other design approaches such as AES, TDES and
DES algorithms. Further one can concentrate to how to reduce
over memory utilization and minimize the area required in imple-
menting the design.
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