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Abstract: The electromechanical impedance (EMI) technique for structural 
health monitoring (SHM) relies on the analysis of the electrical admittance 
response, known as the admittance signature, of a piezoelectric ceramic (PZT) 
chip bonded on or embedded within a structure. Damage in the structure alters 
its mechanical impedance. Owing to the dynamic coupling that exists between 
the mechanical impedances of the structure and the PZT chip, this is in turn 
reflected in the changed admittance signature. The changes in the admittance 
signature due to deterioration of the PZT characteristics need to be 
distinguished from those due to structural damage for effective SHM. This 
paper presents the results of a numerical study carried out to understand the 
influence of PZT material parameters and geometric characteristics on the 
admittance signature, which may be useful for effective analysis of diagnostic 
signals for SHM purposes. 
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1 Introduction 

Early identification of damage and deterioration in structures is vital to prevent any 
catastrophic failures, and associated loss of lives, property and economy. Timely and 
effective assessment can greatly aid in adopting a cheaper and suitable structural 
retrofitting measures. The conventional methods of the structural condition assessment by 
visual inspections and localised NDT techniques, although very effective for specific 
situations, have certain crucial limitations. Firstly, the investigations can be carried out 
only at certain fixed intervals of time and not have the possibility of continuous 
monitoring. Secondly, these methods require expert and skilled professional human 
intervention for its execution. Thirdly, most of the NDT methods require that the 
probable location of the damage must be intuitively ascertained by the expert inspector, 
even before performing the diagnostics tests at that location (Bhalla, 2004; Hoła and 
Schabowicz, 2010). The structural health monitoring (SHM) philosophy aims at 
overcoming these limitations through continuous monitoring and evaluation of structural 
integrity by adopting a sophisticated sensing technology. The SHM methods seek to 
evaluate the structure globally and thus do not require the knowledge of the damage 
location a priori. These methods are intended to be applicable even during the service 
period of the structure (Boller and Meyendorf, 2008; Chang, 1999; Farrar and Worden, 
2007). The key components of a SHM system are: 

a sensing technology 

b diagnostic signal generation 

c data transmission and storage mechanisms 

d diagnostic signal analysis 

e structural assessment metric. 
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Numerous techniques in SHM have been developed in each of these components 
(Brownjohn, 2007; Diamanti and Soutis, 2010; Sohn et al., 2004). 

The electromechanical impedance (EMI) technique using piezoelectric ceramic chips, 
which serve as self-sensing actuators, has promising features for SHM applications. 
Piezoelectric ceramic materials, such as lead zirconate titanate (PZT), upon application of 
an electric field along their polarised direction, experience mechanical strains in a 
perpendicular plane. Conversely, upon application of mechanical strains in the plane, 
produce voltage across their electrodes. This bifunctional property makes the PZT 
ceramic chip be used both as actuators and sensors, simultaneously. In the EMI 
technique, the PZT ceramic chip is either surface-bonded or embedded within a structural 
member at a critical location. Alternating voltage of 1 V is typically applied across the 
PZT electrodes at a high frequency range, which produces a high frequency vibration of 
the PZT chip with amplitudes in the order of micro strain. The PZT chip, in turn, induces 
actuation in the structure, locally. If the bond between the PZT chip and the structure is 
strong, there exists a coupling between the mechanical impedances of the PZT chip and 
the structure, which is reflected in the electrical impedance or its reciprocal, the 
admittance response of the PZT chip at every frequency (Liang et al., 1994a). This 
frequency response curve of the electrical admittance (Y) of the PZT chip is popularly 
known as the electromechanical admittance signature, which serves as the diagnostic 
signal for SHM. The admittance signature of the PZT chip, with its real and imaginary 
components viz. conductance (G) and susceptance (B), is measured directly by an 
impedance analyser (HP 4192/4194 A) or an LCR meter (Agilent E4980A Precision LCR 
metre). Damage or any deterioration in the structure, changes the dynamic characteristics 
and thus the impedance of the structure, which reflects in the change of the pattern of the 
admittance signature of the PZT chip. Several successful experimental verifications of the 
EMI technique and related technical investigations have been reviewed in detail (Park  
et al., 2003; Annamdas and Soh, 2010; Yan and Chen, 2010; Annamdas and Radhika, 
2013; Na and Baek, 2018). Among the recent developments in the research of the EMI 
technique are the monitoring of hydration in concrete (Talakokula et al., 2018) and 
estimation of strength development in cementitious materials (Lu et al., 2017), detection 
of weak bonding and delamination in FRP laminates for retrofitting applications in 
concrete structures (Park et al., 2011; Malinowski et al., 2015; Li et al., 2017; Roth and 
Giurgiutiu, 2017), monitoring the integrity of pre-stressed systems (Min et al., 2016), the 
dual PZT model for EMI method (Adhikari and Bhalla, 2018; Song et al., 2013; Wang  
et al., 2016) and several damage detection applications (Tinoco et al., 2016; Liu et al., 
2017; Fan et al., 2018a, 2018b, 2018c). 

Researchers have derived several analytical or semi-analytical models of the EMI 
technique and validated them against experimental investigations. A full numerical 
simulation of the EMI technique has also been demonstrated by adopting the coupled 
field finite element (FE) analysis in ANSYSTM (Liu and Giurgiutiu, 2007; Yang et al., 
2008). This was further used to study the effect of axial loads (Lim and Soh, 2012). 
Using this numerical simulation, the admittance signatures can be directly obtained for 
any structural model. By adjusting the various material parameters, a close match of the 
numerically simulated admittance signatures with those experimentally obtained has been 
verified (Lim and Soh, 2014). Thus, the coupled field FE simulations of the EMI 
technique prove useful in further analyses that may be cumbersome to execute 
experimentally. A series of interesting numerical simulation results studying the effects 
on the real part of impedance signatures due to the FE mesh size, shape and thickness of 
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the PZT chip, the thickness of the bonding layer, distance of the damage notch from the 
PZT and decoupling of effects of loads and temperatures, have also been investigated 
(Djemana and Hrairi, 2016). 

In this paper, the coupled field FE analysis of the EMI technique is adopted to study 
the influence of the electro-mechanical properties and the geometric size of the PZT 
ceramic chip on the admittance signature. A good understanding of the changes in 
patterns of the admittance signature is essential to differentiate the factual damages in the 
structure from the damages/deterioration of the PZT chip. Some parts of the FE 
simulations have been carried out by previous researchers (Lim and Soh, 2014; Djemana 
and Hrairi, 2016). However, this work is specific to changes in both real and imaginary 
parts of the admittance signatures, and gives graphical insights into the qualitative 
signature pattern changes. This work will be helpful in diagnostic signal analysis for 
EMI-based SHM and also in further studies in designing and optimisation of the SHM 
system. 

2 Modelling of the EMI technique 

Modelling of the EMI technique is vital to have a better understanding of its functioning 
as well as to achieve an efficient design. Various analytical, semi-analytical and 
numerical models simulating the PZT-structure interaction have been developed which 
are briefly described. 

2.1 Analytical models 

After several attempts to simulate the PZT-structure interaction analytically, the first 
effective model to capture the dynamics of the problem was the EMI model (Liang et al., 
1994a). The impedance model could predict the PZT force imparted on the structure as a 
function of frequency more accurately than the other models (Lalande, 1995). In their 
impedance model, Liang et al. (1994a, 1994b) simplify the host structure into a single 
degree of freedom spring-mass-damper system. The entire structure can be represented 
by its drive point mechanical impedance, Z, resembling a black box. Incorporating the 
dynamic force equilibrium and PZT constitutive equations, Liang et al. (1994b) derived 
the following expression for the 1D electro-mechanical admittance (Y): 

2 2
33 32 22 32 22

tana a a aT E E

a a a

w l Z klY ωj ε d Y d Y
h Z Z kl

 (1) 

where wa, la and ha represent the PZT width, length and thickness, respectively. ω is the 
angular frequency of the applied alternating voltage, Z is the mechanical impedance of 
the host structure, and Za is the mechanical impedance of the PZT chip, 33

Tε  and d32 are 

piezoelectric relative permittivity and strain coefficient and 22
EY  is the complex Young’s 

modulus. 
At low frequencies, about less than 1/5th of the first resonant frequency of the PZT 

chip, the term tan( ) 1.a

a

kl
kl

 Adopting this quasi-static sensor approximation (Bhalla, 
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2004; Giurgiutiu and Zagrai, 2002; Liang et al., 1994b), the electro-mechanical 
admittance Y in equation (1) can be simplified as: 

2
33 32 22

a a T E

a a

w l ZY ωj ε d Y
h Z Z

 (2) 

Now we can write the complex relative permittivity and complex Young’s modulus as 

33 33 (1 )T Tε ε δj  and 22 22 (1 ),E EY Y ηj  respectively, where δ is the dielectric loss factor 
and η is the mechanical loss factor for the PZT chip. We can also write the angular 
frequency in terms of cyclic frequency as ω = 2πf. Substituting these in equation (2) and 
splitting the terms we can rewrite equation (2) as: 

2
33 32 222 (1 ) (1 )a a T E

a a

w l ZY πf j ε δj d Y ηj
h Z Z

 (3) 

We can observe that the term outside the square brackets are frequency of excitation f and 

purely PZT geometric parameters .a a

a

w l
h

 The first term in the square bracket deals with 

the relative permittivity of the PZT. The second term inside the square brackets 
represents the mechanical parameters of the PZT and the structure. 

After the first development of the impedance model by Liang et al. (1994a, 1994b) 
and Zhou et al. (1996) extended Liang’s model by considering 2D actuation of the PZT 
chip and included cross-impedances in the model. This model was applied to thin plates 
and shells. Giurgiutiu and Zagrai (2000) proposed a further variation of the model for 
dynamics of the PZT chip with an elastically constrained boundary condition using a pair 
of springs (dynamic stiffness) at both ends of the PZT chip. Zagrai and Giurgiutiu 
(2001a, 2001b, 2001c) later developed analytical models for 2D simple structures with 
axis-symmetry, and applied for damage identification for thin walled structures. 

2.2 Semi-analytical models 

In Liang’s equation (1), the expressions for PZT actuator impedance (Za) and the  
drive-point structural impedance (Z) are given as input to evaluate the electrical 
admittance, Y. For simple 1D system models this was not difficult. For Zhou et al.’s 
(1996) model cross-impedance terms had to be inserted in the equation, which made the 
analysis very difficult. For more complicated structures, finding analytical expressions 
for drive-point structural impedance is practically impossible. Thus, for complicated 
structures mounted with a PZT, semi-analytical models were considered. In this 
approach, the PZT was modelled like in Liang’s model, but the dynamics of the contact 
between PZT and the structure was limited to the numerical values of the mechanical 
impedance of the structure, Z, instead of an analytical expression. To get the numerical 
values of Z, a FE model of the structure alone, without the PZT chip, is considered. Using 
harmonic analysis in ANSYSTM at the point where PZT is expected to contact the 
structure, a harmonic forcing function is applied. The ratio of the harmonic forcing 
function to the velocity response at the same point gives the drive-point mechanical 
impedance of the structure, Z, for every frequency. This Z is given as input into the 
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Liang’s equation for 1D applications or other 2D equations developed later (Bhalla, 
2004). 

Fairweather (1998) developed a semi-analytical FE-based impedance model for 
predicting the structural response of PZT induced actuation. FE analysis was utilised to 
determine the host structure’s impedance. Bhalla and Soh (2004a, 2004b) simplified 
Zhou’s 2D cross-impedance model by introducing the concept of ‘effective impedance’, 
which considered the interaction between the PZT and the structure as not restricted at 
the two end points but extended all over edge of the PZT patch. The effective impedance 
was evaluated by FE analysis. Annamdas and Soh (2007) extended this concept to 
include 3D actuation effects of the PZT chip and introduced the ‘directional sum 
impedance’ concept in the model. A few variations of these models that were developed 
are summarised in detail by Lim (2007) and Lim and Soh (2014). Many researchers also 
included the shear lag effects due to the adhesive layer in their models (Bhalla and 
Moharana, 2013; Bhalla and Soh, 2004c; Madhav and Soh, 2007; Xu and Liu, 2002). 

2.3 Numerical modelling 

Despite the ability of analytical models to simulate the PZT-structure interaction, the 
solution is limited to simple structures with simple geometries and boundary conditions. 
When the structure to be studied is relatively complex or with complicated boundary 
conditions, or when the targeted model involves a system of structures interacting with 
each other, analytical modelling and a closed form solution is usually impossible.  
Semi-analytical models are also limited as the contact between the PZT and structure is 
assumed to be at the PZT edges only, thus failing to capture the full PZT-structure 
dynamic interaction. 

The coupled-field FE analysis using ANSYSTM provides full numerical modelling of 
the EMI technique for SHM. Liu and Giurgiutiu (2007) first compared the real 
impedances from the FE-based impedance model (non-coupled) and coupled field model 
for a 1D narrow beam structure with those of the experimental tests. The coupled field FE 
model solutions had closer agreement to the experimental results. Yang et al. (2008) 
demonstrated the ability of the coupled-field FE model in simulating the PZT-structure 
interaction with good agreement of the resonant frequencies with the experimental results 
up to a frequency as high as 1,000 kHz. However, the magnitudes of admittance 
signatures differed from experimental ones, the cause of which was attributed to 
improper damping models. Lim and Soh (2014) obtained closer match to the 
experimental results by adjusting material parameters and choosing a hysteretic damping 
model, both for the PZT and the structure. 

The main advantages of coupled-field FE simulation using ANSYSTM software is that 
the admittance signatures as those obtained experimentally can be obtained directly 
without the need to depend on any analytical expression. PZT is modelled as a coupled 
field element. An alternating voltage of 1 volt is applied across the PZT top and bottom 
layers by carrying out harmonic analysis. The reaction output of current flow is sought. 
This gives complex charge across the electrodes. The charge is suitably converted to 
complex current I, by differentiating it. Since V = 1 volt, and Y = I / V, I directly gives Y, 
the electrical admittance of the PZT chip. 
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3 FE simulations considered for varying PZT parameters 

The objective of this numerical analysis is to study the changes in the admittance 
signatures (A) due to changes in the electro-mechanical material properties of the PZT 
chip and (B) due to changes in the geometry of the PZT chip. The admittance signatures 
are obtained by performing harmonic analysis in ANSYSTM. Experimentally the 
operating frequency range to extract admittance signatures in the EMI method is usually 
greater than 10 kHz (Annamdas and Radhika, 2013; Annamdas and Soh, 2010). 
However, for this numerical simulation, to study the effects of the PZT parameter 
changes on admittance signatures, three different frequency ranges are considered  
0–5 kHz, 20–25 kHz and 45–50 kHz. One dominant peak from each frequency range is 
chosen to study the pattern changes. 

Figure 1 Metallic plate mounted by a piezoceramic (PZT) chip (a) 3D view (b) side-view  
(c) ANSYS model of the beam (see online version for colours) 
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For this study, a thin metallic plate of dimensions 300 mm length, 20 mm width and  
2 mm thickness, is considered as shown in the Figure 1. This is constrained at one end to 
form a cantilever type end conditions. The piezoelectric ceramic (PZT) chip is assumed 
to be bonded at 100 mm from the fixed end of the plate. The base dimensions of the PZT 
chip are chosen to be 10 mm length, 10 mm width and 0.3 mm thickness. The PZT chip 
is bonded symmetrically over the width of the top surface of the thin metallic plate as 
shown in the Figure 1, which also shows the ANSYS model. In this analysis, the 
thickness of the bonding adhesive layer is ignored and the PZT is assumed to be perfectly 
bonded to the structure. 

The material properties considered for the PZT are based on catalogue of PI ceramic 
for PI 155, commonly considered in the literature, as shown in Table 1. Hysteretic 
damping ratio is chosen as used by Lim and Soh (2014). The properties of the metallic 
material of the plate are listed in Table 2. 
Table 1 Properties of the piezoceramic (PZT) material (reference specimen) 

Parameters Symbols Values Units 
Density ρ 7,800 kg/m3 
Compliance s11 = s22 15 10–12 m2/N 

s33 19 
s12 = s21 –4.5 
s13 = s31 –5.7 
s23 = s32 –5.7 
s44 = s55 39 

s66 49.4 
Electric permittivity 
(relative values) 

11
Tε  1,980  

22
Tε  1,980 

33
Tε  2,400 

Piezoelectric strain 
coefficients 

d31 –210 10–12 C/N 
d32 –210 
d33 500 
d24 - 
d15 580 

Mechanical quality factor Qm 100  
Damping ratio (hysteretic) ξPZT = (2Qm)–1 0.005  
Dielectric loss tangent tanδ 0.02  

Table 2 Properties for the host structure (metallic plate) material 

Property Notation and value 
Young’s modulus E = 6.89  1010 N/m2 
Density ρ = 2,600 kg/m3 
Poisson’s ratio v = 0.3 
Hysteretic damping ratio ξ = 0.0005 
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3.1 Changes in material properties of the PZT 

The parameters in PZT material properties those are considered for changes are given in 
Table 3. Note that while one parameter of Table 3 (say density) was changed, it was 
ensured that all the other parameters of PZT material were retained as per Table 1. 
Table 3 PZT chip material properties considered for comparative analysis 

 PZT material property Case 1 Case 2 Case 3 Case 4 Case 5 

1 Density(D) (kg/m3) 7,800 8,500 9,000 9,500 10,000 

2 Relative Permittivity (P) 
11 22 33( , , )T T Tε ε ε  

(1,800,  
1,800, 2,000)

(1,980, 
1,980, 2,400)

(2,200, 
2,200, 2,260)

(2,400,  
2,400, 2,800) 

- 

3 Damping ratio (DR) 0.005 0.01 0.015 0.02 - 

4 Piezo-strain coefficients 
(PSC) (C/N) 

    - 

 d31 –180  10–12 –210  10–12 –240  10–12 –270  10–12 - 

 d32 –180  10–12 –210  10–12 –240  10–12 –270  10–12 - 

 d33 430  10–12 500  10–12 530  10–12 560  10–12 - 

 d15 550  10–12 580  10–12 610  10–12 640  10–12 - 

3.2 Changes in geometry of the PZT 

As given in Table 4, the changes in the dimensions of the PZT were considered keeping 
the metallic plate (host structure) dimensions constant with length 300 mm, width 20 mm 
and thickness 2 mm. The location of the PZT chip is also maintained the same. 
Table 4 PZT chip dimensions considered for comparative analysis 

Change in dimension 
Cases 

Dimensions which remain unchanged 
1 2 3 4 5 

Length (mm) 10 12 14 16 18 Width = 10 mm, thickness = 0.3 mm 

Width (mm) 10 12 14 16 18 Length = 10 mm, thickness = 0.3 mm 

Thickness (mm) 0.2 0.3 0.4 0.6 - Length = 10 mm, width = 10 mm 

4 Results and discussion 

Harmonic analysis is performed, as described in Section 2, for all the cases given in 
Tables 3 and 4. The admittance signatures in their real and imaginary parts, i.e., 
conductance signatures and susceptance signatures are analysed separately. 
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4.1 Changes in PZT material properties 

4.1.1 Changes in PZT chip densities 

The conductance and susceptance signatures obtained for various cases in PZT densities 
are shown in Figure 2(a) and 2(b), respectively. From the signatures we can see that there 
is practically no change. However, we shall zoom into these signatures and observe the 
seventh peak of the signature at 2,938 Hz. The close view of the seventh peak both in 
conductance and susceptance are shown in Figures 3(a) and 3(b), respectively. It can be 
observed that as the PZT density increases the resonant frequency decreases, which is 
reflected in the peaks shifting mildly towards the left. We may note that this peak in the 
signatures corresponds to the natural frequency of the structural system. The natural 
frequencies of the PZT alone for in plane vibrations are found to be beyond 120 kHz. In 
general, the natural frequency of any structural system is proportional to the system 
stiffness or flexural rigidity and inversely proportional to the system mass. Thus, with 
increase in the PZT density, the system mass increases mildly and hence the natural 
frequencies decrease. This can be observed in the resonant peaks in the signature mildly 
shift towards the left. Similar pattern is observed for higher frequency ranges. As a 
sample, the conductance signature frequency peaks at 21.86 kHz and 45.53 kHz are 
presented in Figure 4. The frequency changes observed are less than 5 Hz for lower 
frequency range (0–5 kHz) and up to 50 Hz for the higher frequency ranges. This shows 
that higher frequency ranges display greater visible sensitivity to parameter changes 
compared to the lower ones. The frequency reductions due to local damages in the host 
structure are usually higher than 50 Hz, particularly at higher frequency ranges (Naidu, 
2004). Thus, for the purpose of structural damage identification, the peak frequency 
variations due to changes in PZT densities are practically insignificant. Further, even in 
the event of PZT chip getting deteriorated, the density of the chip will not usually alter. 
Two signatures of the same PZT (fixed density) are compared at two instances for 
damage identification. Thus, the conclusion of this section is that higher the density of the 
PZT chip, the greater will be the reduction of the system natural frequencies, which are 
more clearly visible at higher frequency ranges. It may also be observed that there is no 
change in the amplitudes of the peaks in the signatures. 

Figure 2 (a) Conductance (b) Susceptance signatures for varying PZT density values (frequency 
range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 
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Figure 3 (a) Conductance (b) Susceptance signatures for varying PZT density values (frequency 
range: 2.92–2.95 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 4 (a) Conductance signature for varying PZT density values (21.8–21.9 kHz)  
(b) Conductance signature for varying PZT density values (45.4–45.6 kHz) (see online 
version for colours) 

  
(a)     (b) 

4.1.2 Changes in the PZT material’s relative permittivity 

The conductance and susceptance signatures for this case for the frequency range of  
0–5 kHz are shown in Figure 5(a) and 5(b), and for the zoomed seventh resonant peak 
near 2,938 Hz are shown in Figure 6(a) and 6(b). From Figure 5(a) it can be observed that 
the conductance signature does not show any notable change, whereas in Figure 5(b) the 
susceptance signatures show an increasing trend of their overall slope with increase in the 
relative permittivity values. This is more clearly observed in the zoomed signatures in 
Figure 6. The conductance signatures do not change even for higher frequency ranges. 
Thus, the susceptance signatures are shown around the frequencies of 21.43 kHz and 
45.53 kHz in Figure 7. 
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Figure 5 (a) Conductance (b) Susceptance signatures for varying PZT relative permittivity values 
(frequency range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 6 (a) Conductance (b) Susceptance signatures for varying PZT relative permittivity values 
(frequency range: 2.93–2.95 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 7 (a) Conductance signature for varying PZT permittivity values (21.3–21.55 kHz)  
(b) Conductance signature for varying PZT permittivity values (45.4–45.6 kHz)  
(see online version for colours) 

  
(a)     (b) 
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It is a known fact that the resonant peaks are contributed to by the coupling of the 
impedances of actuator and structure, by what is called impedance matching (Liang et al., 
1994b). In the simplified Liang’s expression in equation (3) used for a single degree of 
freedom structural system, it can be observed that the relative permittivity term is 

independent of the impedance coupling term .
a

Z
Z Z

 Since only dielectric 

permittivity is increased without changing any of the other parameters, it does not effect 
the admittance peak amplitude. 

4.1.3 Changes in the PZT material damping ratio 

The conductance and susceptance signatures for this case for the frequency range of  
0–5 kHz are shown in Figure 8(a) and 8(b), and for the zoomed seventh resonant peak 
near 2,938 Hz is shown in Figure 9(a) and 9(b). It is a well-known fact that structures 
damping ratio inversely affects the amplitudes of the resonant peaks in any frequency 
response curves. Here it may be noted that the PZT material damping ratio is increased 
(ref. Table 3), while the structural damping ratio is maintained constant (ref. Table 2). 
One clear observation is that the peaks occur at the same frequency and do not shift 
horizontally. Thus, the damping ratio of the PZT does not alter the system natural 
frequencies. From Figure 8(a) it can be observed that the conductance signature does not 
show any meaningful changes, except at the peaks. Similar observation is made for 
susceptance signatures in Figure 8(b). A closer look of the peak at 2,938 Hz in  
Figure 9(a) reveals that the peak amplitudes mildly decrease with the increase in damping 
ratio of the PZT material. Similar observations can be made from the susceptance 
signatures in Figure 9(b), where the amplitude of the jump decreases with the increase of 
the damping ratio. Similar observations are made for higher frequency ranges and 
conductance signatures at around the frequencies of 21.86 kHz and 45.53 kHz are 
presented in Figure 10. The damping ratio of the PZT is derived from mechanical quality 
factor which is dependent on dielectric, elastic and piezoelectric losses. The observations 
here are as expected. However, it may be noted that decrease in the amplitudes of peaks 
are negligible as these peaks correspond to the structural natural frequency and not the 
PZT chips individual natural frequency. If the damping of the metallic plate is altered 
than the peak amplitude is expected to change significantly. 

Figure 8 (a) Conductance (b) Susceptance signatures for varying PZT damping ratio values 
(frequency range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 
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Figure 9 (a) Conductance (b) Susceptance signatures for varying PZT damping ratio values 
(frequency range: 2.93–2.95 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 10 (a) Conductance signature for varying PZT damping ratios (21.8–21.92 kHz)  
(b) Conductance signature for varying PZT damping ratios (45.4–45.6 kHz) (see online 
version for colours) 

  
(a)     (b) 

4.1.4 Changes in the PZT material’s strain coefficients 

The conductance and susceptance signatures for this case for the frequency range of  
0–5 kHz are shown in Figure 11(a) and 11(b), and for the zoomed seventh resonant peak 
near 2,938 Hz are shown in Figure 12(a) and 12(b). The conductance signatures in  
Figure 11(a) are not distinguishable. However, Figure 12(a) shows that the peak 
amplitudes slightly increase with increase in the piezoelectric strain coefficients.  
Figure 13 gives the conductance signatures at higher frequency ranges. This is easily 
understandable as in Liang’s equation (3), we see a direct proportionality of the strain 
coefficient with the electrical admittance and particularly that it is also a factor of the 
term containing impedance coupling. Thus, the conductance signatures peak amplitudes 
increase with increase in strain coefficients, unlike the case for relative permittivity. 
However, the susceptance curves show increase in the constant overall positive slope 
with increase in the actuating frequency, which is similar to the case for relative 
permittivity values. 
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Figure 11 (a) Conductance (b) Susceptance signatures for varying PZT strain coefficients 
(frequency range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 12 (a) Conductance (b) Susceptance signatures for varying PZT strain coefficients 
(frequency range: 2.93–2.95 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 13 (a) Conductance signature for varying PZT strain coefficients (21.72–21.97 kHz)  
(b) Conductance signature for varying PZT strain coefficients (451–45.9 kHz)  
(see online version for colours) 

  
(a)     (b) 
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4.2 Changes in PZT chip’s geometry 

4.2.1 Changes in the PZT chip’s length 

The conductance and susceptance signatures for this case for the frequency range of  
0–5 kHz are shown in Figure 14(a) and 14(b), and for the zoomed seventh resonant peak 
near 2,938 Hz are shown in Figure 15(a) and 15(b). The conductance signatures show 
increase in the peak amplitudes and small horizontal rightward shift indicating a mild 
increase in system’s natural frequencies. The susceptance signatures show increase in the 
constant upward slope. The changes in the susceptance signatures are more significant 
than the changes in the conductance signatures. It can be observed in Liang’s equation (3) 
that the PZT length la is directly proportional to the admittance Y. Thus, the increase in 
peak amplitudes in Figure 15(a) and 15(b) are accordingly understood. 

Figure 14 (a) Conductance (b) Susceptance signatures for varying PZT chip lengths (frequency 
range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 15 (a) Conductance (b) Susceptance signatures for varying PZT chip lengths (frequency 
range: 2.92–2.95 kHz) (see online version for colours) 

  
(a)     (b) 
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4.2.2 Changes in the PZT chip’s width 

The conductance and susceptance signatures for this case for the frequency range of  
0–5 kHz are shown in Figure 16(a) and 16(b), and for the zoomed seventh resonant peak 
near 2,938 Hz are shown in Figure 17(a) and 17(b). In Liang’s equation (3), admittance is 
directly proportional also to the width of the PZT. Thus, the susceptance patterns are very 
similar to that observed for the case of varying lengths. However, even though the peak 
amplitudes in conductance signatures increase with width, the peaks show small 
horizontal shift towards the left, opposite to that obtained for length change. 

Figure 16 (a) Conductance (b) Susceptance signatures for varying PZT chip widths (frequency 
range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 

Figure 17 (a) Conductance (b) Susceptance signatures for varying PZT chip widths (frequency 
range: 2.92–2.95 kHz) (see online version for colours) 

  
(a)     (b) 

4.2.3 Changes in the PZT chip’s thickness 

The conductance and susceptance signatures for this case for the frequency range of  
0–5 kHz are shown in Figure 18(a) and 18(b), and for the zoomed seventh resonant peak 
near 2,938 Hz are shown in Figure 19(a) and 19(b). The conductance signatures show no  
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changes in the peak location, implying that the thickness of the PZT does not affect the 
system natural frequencies. However, the peak amplitudes of the conductance signatures 
decrease with the increase of the PZT thickness. The susceptance signatures, unlike the 
other cases, show decrease in the overall upward slope with increase in thickness. This is 
so because the admittance Y is inversely proportional to the thickness of the PZT, ha, as 
can be observed in the Liang’s equation (3). 

Figure 18 (a) Conductance (b) Susceptance signatures for varying PZT chip thickness (frequency 
range: 0–5 kHz) (see online version for colours) 

  
(a)     (b) 

It must also be noted that other peaks other than at 2,938 Hz are studied closely and show 
similar trends to those observed in each of the above cases. These are not presented for 
brevity. Another fact to note is the nature of the horizontal peak shifts due to changes in 
PZT chip dimensions. From the well established results on vibrations of continuous 

systems that the natural frequencies of the cantilever beam/plate is 
4

,nf
EIω
ρAL

 where 

ρ, E and L are the material density, Young’s modulus and longitudinal length of the 
cantilever.  
A and I are the cross-sectional area and the moment of inertia about the neutral axis of the 
cross-sectional area of the plate. Addition of the PZT chip onto the system increases the 
system mass, stiffness and local moment of inertia. It does not change the overall length 
of the system. 

Figure 19 (a) Conductance (b) Susceptance signatures for varying PZT chip thickness (frequency 
range: 2.92–2.95 kHz) (see online version for colours) 
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(a)     (b) 

At first the comparison of the plate mounted by PZT of different lengths is considered. 
When only the length of the PZT chip is increased alongside the length of the cantilever 
plate, the flexural rigidity (EI) is increased for the cross-sections over the entire length of 
the PZT chip which is mounted on the plate. Thus, the overall flexural rigidity of the 
system (EI) increases, when the PZT chip is of greater length. However, the density and 
local cross-sectional area remains same throughout the length of the PZT chip. Thus, as 
the EI term in the numerator dominates the denominator, the systems natural frequencies 
tend to increase and thus we observe slight rightwards tilt or shift of the peaks in the 
admittance signatures, as seen in Figures 15(a) and 15(b). 

However, when width of the PZT chip is increased keeping length and thickness 
constant, the cross-sectional area in the local vicinity of the PZT chip, increases. The 
natural frequency, being inversely proportional to area, decreases as shown in Figure 17. 
Thus, we observe slight leftwards shift of the peaks in the admittance signatures. 
However, in both the above cases of change in length and width of the PZT chip the 
change in the natural frequency is very small hardly < 2 Hz, even for width and length 
change up to 80%. 

Further, when thickness alone is increased there is no horizontal shift of the peaks, 
indicating that the natural frequency of the system remains unchanged, as in Figure 18. 
Thus, it is observed that PZT chip being relatively of a small size as compared to the host 
structure does not significantly alter the system natural frequency. 
Table 5 Admittance signature pattern changes for increasing values of PZT parameters 

S. no. 
PZT parameter 

(increasing 
values) 

Conductance signature 
 

Susceptance signature 

Horizontal shift Vertical shift Horizontal shift Vertical shift 

1 PZT density Slightly to left No  Slightly to left No 
2 Relative 

permittivity 
No No  No Increases in 

proportion to 
frequency 

3 Damping No Peaks 
lowered 
mildly 

 No Downwards 
mild lowered 

4 Piezo strain 
coefficients 

No Peaks 
increased 

 No Increases in 
proportion to 

frequency 
5 Length Peaks tilt 

rightwards 
(mildly) 

Peaks 
increased 

 Mild rightwards 
(almost nil) 

Increases in 
proportion to 

frequency 
6 Width Peaks tilt 

leftward 
(mildly) 

Peaks 
increased 

 Mild leftwards 
(almost nil) 

Increases in 
proportion to 

frequency 
7 Thickness No Peaks 

lowered 
 No Decreases in 

proportion to 
frequency 

General overall note: it is already established numerically and experimentally that actual 
damage in the structure causes significant and unequal horizontal shifts of the resonant 
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peaks in the admittance signatures (Naidu, 2004; Naidu and Soh, 2004a, 2004b). 
Therefore, it may be concluded from all the above observations presented in this paper 
that PZT parameter changes influence the admittance signatures uniformly throughout the 
signatures frequency range, which is quite different from the structural damage induced 
changes. Further, the susceptance signatures are more sensitive to the changes in the PZT 
material and geometric parameters, compared to the conductance signatures. This 
observation has be experimentally observed and recommended as well in previous works 
(Bhalla et al., 2003; Sun et al., 1995), which has been more elaborately studied and 
observed in this work. The observations of the signature pattern changes based on the 
present numerical study are summarised in Table 5. 

5 Conclusions 

In this paper, the results of a numerical study are presented to understand the influence of 
material and geometric parameters of the piezoelectric ceramic (PZT) chip on its electric 
admittance signatures, when it is surface bonded to a structure. The precise analysis of 
this admittance signature is the focal point of the diagnostic test in the EMI technique for 
SHM. It is helpful to study the pattern changes of the admittance signatures due to PZT 
parameters to distinguish the pattern changes due to structural damage. The coupled-field 
FE analysis for the EMI method has been demonstrated to give good prediction of the 
admittance signatures. Therefore, in this numerical study, this method has been adopted 
to simulate the admittance signatures in ANSYSTM. The analyses showed that admittance 
signatures, both the real and imaginary parts, show similar pattern change uniformly 
throughout the signature. This is quite unlike the structural damage induced changes. It 
has also been observed that the susceptance signatures are more sensitive to the PZT 
parameter changes than the conductance signatures. Susceptance signatures can therefore 
be analysed to monitor the condition of the PZT chip. The specific pattern changes 
corresponding to the specific PZT properties have be presented. This study shall be very 
useful for signal pattern recognition for effective diagnostics in SHM applications using 
the EMI technique. The conclusions noted here may be useful for further study on 
damage identification. 

References 
Adhikari, S. and Bhalla, S. (2018) ‘Modified dual piezo configuration for improved structural 

health monitoring using electro-mechanical impedance (EMI) technique’, Exp. Tech., pp.1–16. 
Annamdas, V.G. and Radhika, M.A. (2013) ‘Electromechanical impedance of piezoelectric 

transducers for monitoring metallic and non-metallic structures: a review of wired, wireless 
and energy-harvesting methods’, J. Intell. Mater. Syst. Struct., Vol. 24, No. 9, pp.1021–1042. 

Annamdas, V.G.M. and Soh, C.K. (2007) ‘Three-dimensional electromechanical impedance model. 
I: formulation of directional sum impedance’, J. Aerosp. Eng., Vol. 20, No. 1, pp.53–62. 

Annamdas, V.G.M. and Soh, C.K. (2010) ‘Application of electromechanical impedance technique 
for engineering structures: review and future issues’, J. Intell. Mater. Syst. Struct., Vol. 21, 
pp.41–59. 

Bhalla, S. (2004) A Mechanical Impedance Approach for Structural Identification, Health 
Monitoring and Non-Destructive Evaluation using Piezo-Impedance Transducers, PhD thesis, 
Nanyang Technological University, Singapore. 



   

 

   

   
 

   

   

 

   

   336 A.S.K. Naidu and V. Pittala    
 

    
 
 

   

   
 

   

   

 

   

       
 

Bhalla, S. and Moharana, S. (2013) ‘A refined shear lag model for adhesively bonded  
piezo-impedance transducers’, J. Intell. Mater. Syst. Struct., Vol. 24, No. 1, pp.33–48. 

Bhalla, S. and Soh, C.K. (2004a) ‘Structural health monitoring by piezo-impedance transducers.  
I: modeling’, J. Aerosp. Eng., Vol. 17, No. 4, pp.154–165. 

Bhalla, S. and Soh, C.K. (2004b) ‘Structural health monitoring by piezo-impedance transducers.  
II: applications’, J. Aerosp. Eng., Vol. 17, No. 4, pp.166–175. 

Bhalla, S. and Soh, C.K. (2004c) ‘Electromechanical impedance modeling for adhesively bonded 
piezo-transducers’, J. Intell. Mater. Syst. Struct., Vol. 15, No. 12, pp.955–972. 

Bhalla, S., Naidu, A.S. and Soh, C.K. (2003) ‘Influence of structure-actuator interactions and 
temperature on piezoelectric mechatronic signatures for NDE’, in Smart Materials, Structures, 
and Systems. International Society for Optics and Photonics, Proc. SPIE 5062, pp.263–269. 

Boller, C. and Meyendorf, N. (2008) ‘State-of-the-art in structural health monitoring for 
aeronautics’, in Proc. of Internat. Symposium on NDT in Aerospace, Citeseer. 

Brownjohn, J.M. (2007) ‘Structural health monitoring of civil infrastructure’, Philos. Trans. R. Soc. 
Lond. Math. Phys. Eng. Sci., Vol. 365, No. 1851, pp.589–622. 

Chang, F-K. (1999) Structural Health Monitoring 2000, Taylor & Francis, USA. 
Diamanti, K. and Soutis, C. (2010) ‘Structural health monitoring techniques for aircraft composite 

structures’, Prog. Aerosp. Sci., Vol. 46, No. 8, pp.342–352. 
Djemana, M. and Hrairi, M. (2016) ‘Modelling and simulation of impedance-based damage 

monitoring of structures’, Int. J. Simul. Model., Vol. 15, No. 3, pp.395–408. 
Fairweather, J.A. (1998) Designing with Active Materials: an Impedance based Approach,  

PhD thesis, Rensselaer Polytechnic Institute, New York. 
Fan, S., Li, W., Kong, Q., Feng, Q. and Song, G. (2018a) ‘Monitoring of pin connection loosening 

using eletromechanical impedance: numerical simulation with experimental verification’,  
J. Intell. Mater. Syst. Struct., Vol. 29, No. 9, pp.1964–1973. 

Fan, S., Zhao, S., Qi, B. and Kong, Q. (2018b) ‘Damage evaluation of concrete column under 
impact load using a piezoelectric-based EMI technique’, Sensors, Vol. 18, No. 5, p.1591. 

Fan, X., Li, J., Hao, H. and Ma, S. (2018c) ‘Identification of minor structural damage based on 
electromechanical impedance sensitivity and sparse regularization’, J. Aerosp. Eng., Vol. 31, 
No. 5, p.4018061. 

Farrar, C.R. and Worden, K. (2007) ‘An introduction to structural health monitoring’,  
Philos. Trans. R. Soc. Lond. Math. Phys. Eng. Sci., Vol. 365, No. 1851, pp.303–315. 

Giurgiutiu, V. and Zagrai, A.N. (2000) ‘Characterization of piezoelectric wafer active sensors’,  
J. Intell. Mater. Syst. Struct., Vol. 11, No. 12, pp.959–976. 

Giurgiutiu, V. and Zagrai, A.N. (2002) ‘Embedded self-sensing piezoelectric active sensors for  
on-line structural identification’, Trans.-Am. Soc. Mech. Eng. J. Vib. Acoust., Vol. 124, No. 1, 
pp.116–125. 

Hoła, J. and Schabowicz, K. (2010) ‘State-of-the-art non-destructive methods for diagnostic testing 
of building structures – anticipated development trends’, Arch. Civ. Mech. Eng., Vol. 10,  
No. 3, pp.5–18. 

Lalande, F. (1995) Modeling of the Induced Strain Actuation of Shell Structures, PhD dissertation, 
Virginia Polytechnic Institute and State University, Blacksburg, VA. 

Li, W., Fan, S., Ho, S.C.M., Wu, J. and Song, G. (2017) ‘Interfacial debonding detection in  
fiber-reinforced polymer rebar-reinforced concrete using electro-mechanical impedance 
technique’, Struct. Health Monit., Vol. 17, No. 3, pp.461–471. 

Liang, C., Sun, F. and Rogers, C. (1994a) ‘An impedance method for dynamic analysis of active 
material systems’, J. Vib. Acoust., Vol. 116, No. 1, pp.120–128. 

Liang, C., Sun, F. and Rogers, C. (1994b) ‘Coupled electro-mechanical analysis of adaptive 
material systems – determination of the actuator power consumption and system energy 
transfer’, J. Intell. Mater. Syst. Struct., Vol. 5, No. 1, pp.12–20. 



   

 

   

   
 

   

   

 

   

    Influence of piezoelectric parameters on admittance diagnostic signals 337    
 

 

    
 
 

   

   
 

   

   

 

   

       
 

Lim, Y.Y. (2007) Health Monitoring of Civil Structures using Piezoelectric Materials,  
MEngg thesis, Nanyang Technological University, Singapore. 

Lim, Y.Y. and Soh, C.K. (2012) ‘Effect of varying axial load under fixed boundary condition on 
admittance signatures of electromechanical impedance technique’, J. Intell. Mater. Syst. 
Struct., Vol. 23, No. 7, pp.815–826. 

Lim, Y.Y. and Soh, C.K. (2014) ‘Towards more accurate numerical modeling of impedance based 
high frequency harmonic vibration’, Smart Mater. Struct., Vol. 23, No. 3, p.35017. 

Liu, P., Wang, W., Chen, Y., Feng, X. and Miao, L. (2017) ‘Concrete damage diagnosis using 
electromechanical impedance technique’, Constr. Build. Mater. Vol. 136, pp.450–455. 

Liu, W. and Giurgiutiu, V. (2007) ‘Finite element simulation of piezoelectric wafer active sensors 
for structural health monitoring with coupled-filed elements’, in International Society for 
Optics and Photonics (SPIE) The 14th International Symposium on: Smart Structures and 
Materials & Nondestructive Evaluation and Health Monitoring, pp.65293R–65293R. 

Lu, X., Lim, Y.Y. and Soh, C.K. (2017) ‘A novel electromechanical impedance-based model for 
strength development monitoring of cementitious materials’, Struct. Health Monit., Vol. 17, 
No. 4, pp.902–918. 

Madhav, A.V.G. and Soh, C.K. (2007) ‘An electromechanical impedance model of a piezoceramic 
transducer-structure in the presence of thick adhesive bonding’, Smart Mater. Struct., Vol. 16, 
No. 3, p.673. 

Malinowski, P., Wandowski, T. and Ostachowicz, W. (2015) ‘The use of electromechanical 
impedance conductance signatures for detection of weak adhesive bonds of carbon  
fibre-reinforced polymer’, Struct. Health Monit., Vol. 14, pp.332–344. 

Min, J., Yun, C-B. and Hong, J-W. (2016) ‘An electromechanical impedance-based method for 
tensile force estimation and damage diagnosis of post-tensioning systems’, Smart Struct. Syst., 
Vol. 17, No. 1, pp.107–122. 

Na, W.S. and Baek, J. (2018) ‘A review of the piezoelectric electromechanical impedance based 
structural health monitoring technique for engineering structures’, Sensors, Vol. 18, No. 5, 
p.1307. 

Naidu, A.S.K. (2004) Structural Damage Identification with Admittance Signatures of Smart PZT 
Transducers, PhD thesis, Nanyang Technological University, Singapore. 

Naidu, A.S.K. and Soh, C.K. (2004a) ‘Identifying damage location with admittance signatures of 
smart piezo-transducers’, J. Intell. Mater. Syst. Struct., Vol. 15, No. 8, pp.627–642. 

Naidu, A.S.K. and Soh, C.K. (2004b) ‘Damage severity and propagation characterization with 
admittance signatures of piezo transducers’, Smart Mater. Struct., Vol. 13, No. 2, p.393. 

Park, G., Sohn, H., Farrar, C.R. and Inman, D.J. (2003) ‘Overview of piezoelectric  
impedance-based health monitoring and path forward’, Shock Vib. Dig., Vol. 35, No. 6, 
pp.451–464. 

Park, S., Kim, J-W., Lee, C. and Park, S-K. (2011) ‘Impedance-based wireless debonding condition 
monitoring of CFRP laminated concrete structures’, NDT E Int., Vol. 44, No. 2, pp.232–238. 

Roth, W. and Giurgiutiu, V. (2017) ‘Structural health monitoring of an adhesive disbond  
through electromechanical impedance spectroscopy’, Int. J. Adhes. Adhes., March, Vol. 73, 
pp.109–117. 

Sohn, H., Farrar, C.R., Hemez, F.M., Shunk, D.D., Stinemates, D.W., Nadler, B.R. and  
Czarnecki, J.J. (2004) A Review of Structural Health Monitoring Literature: 1996–2001,  
Los Alamos National Laboratory Los Alamos, NM. 

Song, H., Lim, H.J. and Sohn, H. (2013) ‘Electromechanical impedance measurement from  
large structures using a dual piezoelectric transducer’, J. Sound Vib., Vol. 332, No. 25, 
pp.6580–6595. 

Sun, F.P., Chaudhry, Z.A., Rogers, C.A., Majmundar, M. and Liang, C. (1995) Automated  
real-time structure health monitoring via signature pattern recognition’, in ‘Smart Structures & 
Materials’ 95, International Society for Optics and Photonics, Proc. SPIE 2443, pp.236–247. 



   

 

   

   
 

   

   

 

   

   338 A.S.K. Naidu and V. Pittala    
 

    
 
 

   

   
 

   

   

 

   

       
 

Talakokula, V., Bhalla, S. and Gupta, A. (2018) ‘Monitoring early hydration of reinforced concrete 
structures using structural parameters identified by piezo sensors via electromechanical 
impedance technique’, Mech. Syst. Signal Process., January, Vol. 99, pp.129–141. 

Tinoco, H.A., Robledo-Callejas, L., Marulanda, D.J. and Serpa, A.L. (2016) ‘Damage detection in 
plates using the electromechanical impedance technique based on decoupled measurements of 
piezoelectric transducers’, J. Sound Vib., December, Vol. 384, pp.146–162. 

Wang, D., Li, Z. and Zhu, H. (2016) ‘A new three-dimensional electromechanical impedance 
model for an embedded dual-PZT transducer’, Smart Mater. Struct., Vol. 25, No. 7, p.75002. 

Xu, Y.G. and Liu, G.R. (2002) ‘A modified electro-mechanical impedance model of piezoelectric 
actuator-sensors for debonding detection of composite patches’, J. Intell. Mater. Syst. Struct., 
Vol. 13, No. 6, pp.389–396. 

Yan, W. and Chen, W.Q. (2010) ‘Structural health monitoring using high-frequency 
electromechanical impedance signatures’, Adv. Civ. Eng, p.11, Article ID 429148. 

Yang, Y., Lim, Y.Y. and Soh, C.K. (2008) ‘Practical issues related to the application of the 
electromechanical impedance technique in the structural health monitoring of civil structures: 
II. Numerical verification’, Smart Mater. Struct., Vol. 17, No. 3, p.35009. 

Zagrai, A.N. and Giurgiutiu, V. (2001a) ‘Electro-mechanical impedance method for crack detection 
in thin plates’, J. Intell. Mater. Syst. Struct., Vol. 12, No. 10, pp.709–718. 

Zagrai, A.N. and Giurgiutiu, V. (2001b) ‘Electro-mechanical impedance method for crack detection 
in thin wall structures’, 3rd Int. Workshop Struct. Health Monit., pp.12–14. 

Zagrai, A.N. and Giurgiutiu, V. (2001c) ‘The electro-mechanical impedance method for damage 
identification in circular plates’, Presented at 142nd Meeting of Acoustical Society of America, 
Fort Lauderdale, Florida, 3–7 December. 

Zhou, S.W., Liang, C. and Rogers, C.A. (1996) ‘An impedance-based system modeling approach 
for induced strain actuator-driven structures’, J. Vib. Acoust., Vol. 118, No. 3, pp.323–331. 



 
 

 

 
Analytical Approach of Trivium FPGA 

Implementations against Information Security 
Vulnerability 

 
Ch. Suresh1 and M. Mahesh Babu2 

1-2Electronics and Communication Engineering Dept, Methodist College of Engineering and Technology, Hyderabad 
500001, India 

Email: chiruvellasuresh@gmail.com, mahibabu606@gmail.com 
  
 

Abstract—The focus of this work is addressing the issue of the information security along 
with to introduce faults in Trivium stream ciphers implemented on FPGA. Daily, an 
incredible amount of information is exchanging in many digital forms. The digital devices 
have become the data sources which pump out the majority of the information on the web. 
The evolution of the Internet of Things (IoT) has come up with innovative solutions and its 
demand for information security is indeed a challenging task to maintain the sensitive 
information integrity in an ensured way. The implementation of cryptographic algorithms 
in IoT provides lightweight solutions which are simpler in design. Trivium stream cipher is 
a cited example for IoT cryptographic lightweight initiative which is also a noted finalist of 
the eSTREAM project. The previous studies show that the cryptographic algorithms are 
regarded as vulnerable sources when it comes to hardware implementations. A simplified 
approach was proposed to study the vulnerability behavior field-programmable gate array 
(FPGA) implementations of Trivium stream ciphers against various attacks. A description 
of the system design alterations in the clock signal has provided. The Trivium cipher and 
their routing dependences are thoroughly tested with two different FPGA families to know 
the vulnerability and, the results show that all cases of Trivium cipher are vulnerable to 
fault attacks.  
 
Index Terms— Information security, FPGA, Vulnerability, Trivium cipher, IoT, Differential 
Power Analysis, Logic gates. 

I. INTRODUCTION 

The amount of information transmitted and exchanged between the digital devices in this information era has 
increased drastically. The development happened in VLSI circuits in the past three decades reduce the device 
cost substantially and makes them more user-friendly and cost-effective [1]. The information that is 
exchanging in the communication networks needs the high-profile security system to protect the sensitive 
information from malicious sources. The cryptographic systems are designed to provide robust security to the 
information that is exchanging between various network channels. The progress on this subject keeps on 
improving with the development of the new technologies.. The primary parameters that are affected due to 
the second side of attack on-device hardware are power consumption, electromagnetic radiation and so on 
[2]. 
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Differential Power Analysis (DPA) and the Correlation Power Analysis (CPA) are the types of side-channel 
attacks are known for their ability to attack the system circuitry based on the power consumption 
measurements. On the other hand, the Active Fault Analysis attacks can actively attack the system circuitry 
through the operation conditions modifications to inject or insert the faults into the system circuitry.The 
proposed methodology presents an aspectual behavior and analysis of Trivium Cipher and its FPGA (Field-
programmable gate array) executions in contrary to the error (fault) injections occurs in the clock signal.  

II. BACKGROUND 

A. FPGA 
The FPGA is Field Programmable Gate Array. It is typically an integrated circuit with logic gates ranging 
from 10,000 to more than a million. They are called as semiconductor devices connected by programmable 
interconnections to accomplish the functions easily for the designers and the users. FPGA devices process 
reprogrammable ability even after manufacturing to desired application requirements and, this unique ability 
separates it from a matrix of configurable logic blocks (CLBs) [3].    

III. EXISTING WORKS 

Although the Trivium cipher gains the popularity of being a finalist in the project eSTREAM on the other 
end it failures in many aspects remain a concerned thing. Many works reported in the past have given the 
detailed explanation about the strangeness of the Trivium against DFA. In the initial stage, the majority of the 
papers focus on the theoretical analysis and the endangered security of the Trivium is the solo concern 
addressed in all works. Injecting a faulty bit in the internal state of the system by an unauthenticated source 
keeps the security of the system on the verge [3-5].The random fault injections in the hardware 
implementations by an unauthenticated source can create a tendency to break the cryptographic circuits 
security within a lapse of the timeline as reported by Boneh et al. [8]. Anderson and Kuhn [9] have come up 
with the unique concept of fault injection analysis.  

Author, Contribution and the Methodology 

Authors: R. Mahmoud, T. Yousuf, F. Aloul, and I. Zualkernan. 
Year: December, 2015 
Contribution: Challenges and the current status of the IoT networks in providing the security to the information exchanged in the 
online sources.  
Methodology: Internet of things has made its mark in the field of security and, it is also called trending technology in the information 
era. IoT offers an ocean of the opportunities to built new applications by providing the possible solutions. This paper highlights the 
point that a vast amount of work needs to be done to make IoT more user friendly [4]. 
Authors: M. Hojsík and B. Rudolf 
Year: December, 2008 
Contribution: Analysis of the Trivium in terms of software implementation. 
Methodology: The Trivium design has come up with three different shift registers. The fast software implementation results in 
unresolved issues which may give scope to the unauthenticated sources to drive into the system and create the faulty bits which can 
affect the overall system performance [7]. 

Authors: F. E. Potestad-Ordóñez, C. J. Jiménez-Fernández, and M. Valencia-Barrero 
Year: November, 2016 
Contribution: This existing work adds the significant contribution to the analysis of implementations of the FPGA against various 
tedious attacks. The experimental results of this paper show the sensitivity of the clock signals in the FPGA Trivium. Controlling the 
timing is yet another feature of this work. 
Methodology: The detection of the aspectual bits which makes the system sensitive to the various attacks is the prime motto of this 
work. Authors have taken the time parameter for detecting them, but this parameter is not useful. A study was done on different faulty 
frequencies and, it carried on till the system can find the optimum frequency. The optimum frequency, by which possible number of 
frequencies (faulty) can easily penetrate into the system which eventually impacts the system performance [9]. 

Authors: Dan Boneh, Richard A. DeMillo 
Year: 1997 
Contribution: In the year 1997 Dan Boneh and his associates came up with a unique methodology which helps the future experiments. 
Every work discusses the attacks and its impact on the system performance, but this is the first work which mainly focuses on the attacks 
and its classification. Every VLSI and FPGA experiment must pass through two environments, one is software which deals with the 
design and system work and another one is the hardware where the chip design came out in physical shape. 
Methodology: The Chinese remainder theorem and its RSA based implementations have the significant place in the field of FPGA. The 
erroneous signatures are the new mechanism which can have the ability to breaking the RSA based implementation. The sensitivities of 
the FPGA integrated circuits have analyzed in this work by using Fiat-Shamir and Schnorr protocols. The Fiat-Shamir protocol is 
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needed less erroneous signatures compared to Schnorr protocol. But these identifier protocols are useful in finding the hardware faults. 
[8]. 

IV. PROPOSED METHODOLOGY 

A. Contribution 
The proposed methodology contribution over the existing methodologies is discussed in this section. The 
Trivium based FPGA implementations have gained attention due to its unique potentialities. In the year 2016 
[5], a paper was published on standard Trivium and, the detailed experimental analysis has been carried out 
using the standard Trivium stream cipher implemented in a Spartan III Xilinx FPGA has shown the 
preliminary results. In the preliminary results, the fault detection has been detected by the fault injection in 
the variations of the clock signals. In the same year [6], another paper was published to show the time delays 
and valid comparisons between the static and post route approaches. 

B. Aim and overview 
The fault attacks are the most concerning aspect in the Trivium based FPGA implementations. The aim is to 
study the vulnerability behavior of the various Trivium designs to fault attacks. Applying the fault injection 
system to the different Trivium designs helps to detect the faulty bits in the both real and simulation 
experiments. The experiment to detect the faulty bits from fault injection system follows the systematic 
approach. The whole experiment has done on the standard Trivium with four different Trivium designs to the 
two different FPGA families for the implementation.. The final values are obtained by having a valid 
comparison of the real results with the simulation results. 

C. Trivium Stream Cipher 
The stream project is one of the significant works ever done in the history of the FPGA and, the main motto 
of the project is to design a system which has the best security system.. It is known for generating the 80 bits 
secret key along with 80 bits initialization vector (IV). This secret key along initialization vector (IV) is used 
to generate the 264 bits of key stream.. When an algorithm is initialized in the Trivium, it makes use of three 
shift registers along with one secret key. But the system needs to cycle 1152 clocks in order to generate a 
valid secret stream which eventually helps to generate the key stream. The inner state has a dense distribution 
of 288 bits in three different shift registers and, each of the shift registers has its own length to its contrary. 
The first shift register distributed with 93 bits, in the later shift register a total of 93 bits are distributed and, 
in the final shift register, a total of 111 bits are distributed uniformly. The combinational logic circuitry use 
XOR and the AND operations to generate the feedback in the shift registers. The depicted figure 1 shows the 
Trivium schematic representation. 

 
Figure 1: Schematic representation of Trivium stream cipher 

The fault injection side channel attacks are thoroughly analyzed and studied for the Trivium cipher. Hojs´ık 
and Rudolf have proposed the initial work on this subject. In this method a method is known as differential 
fault analysis (DFA) is used in the encryption of the decryption process. The authors are succusesful inserting 
the fault bits into the inner state of the system. This approach shows that the attacker gets the tendency to 
change the only one bit of the inner state of the system.. Although the initial works primly focus on the fault 
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injection, the latter works mainly focus on generating the secret key based on the fault injection bits.  The 
number of fault injections is kept on reducing with the development of the new algorithms. 

D. Standard Multi-Radix Trivium Hardware Implementation 
The FPGA integrated circuitry helps to design various applications for different fields. The internal 
(software) as well as external (hardware) security remains as a topic of research from over the years. The 
proposed approach has Trivium which is a stream cipher and, it can have the tendency to generate the 264 
bits pseudorandom key stream. From these 264 bits, an 80-bit secret key along with 80-bit initialization 
vector created and it is initially proposed by two innovative scholars namely De Canniere and Praneel. A 
cyclic shift register has taken to account for internal state registers, and this cyclic shift register is 288-bit 
Cipher architecture. The same internal state of the Trivium cipher generated these radices and based on the 
requirement some bits of these radices move to the right as shown in the schematic representation of the 
cipher. 

E. Important Considerations 
Three important considerations  
a) The FPGA integrated circuitry with Trivium is an excellent combinational design with internal logic. 

The frequencies the above the design threshold value filtered by the FPGA. These frequencies are not 
useful.  

b) The selection of the frequency has been a challenging as the frequencies just below the designed 
threshold must be chosen for the system control. The fault bits insertion in the Trivium is possible by 
the above frequencies.  

F. System Design 
The main motto of the proposed algorithm is to introduce the faults in the system Cipher Trivium. The 
proposed system has the ability for remembering the number and location. The proposed circuitry has 
possessed the ability to adjust the clock signal and this ability help to control the clock signal even at the low 
pulses. The proposed algorithm can alter the clock signals in a defined fashion as shown in Figure 1 
Although the proposed methodology can modify the short pulses of the clock signals, no algorithm can able 
to explain the impact of these short pulses on the inner state of the system and its perceptual performance. In 
the simulation results, this scenario happened vividly. In order to overcome this issue, this short pluses 
impact is altered in the internal state where the number of samples is sampled for operations. 

V. RESULTS AND ANALYSIS 

In this experiment, The experimental analysis carried out by initializing the VHDL (VHSIC Hardware 
Description Language) as an apt platform to design the fault bit detection mechanism for both clock signal 
generation and as well as to the Trivium ciphers. Pro Analyzer. The below graphs depicts a comparison 
between the simulation and the experimental results. 

 
Figure 2: Comparison of experimental and from simulation between correct and faulty internal states 

TABLE 1: INJECTION CAPACITY AND EFFICIENCY FOR SPARTAN FAMILY 

Spartan 3E Spartan 6 

Trivium Injection capacity Injection Efficiency Injection capacity Injection Efficiency 
Standard 59% 91% 38.44% 100% 

S.I.C. 63.75% 68% 42% 92.55% 
S.E.C. 56.44% 74.97% 58.66% 80.88% 
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TABLE II. L.P. TRIVIUM SYSTEM EFFICIENCY 

FPGA Injection capacity Injection Efficiency 
Spartan 3E 37.28% 56.33% 
Spartan 6 20.99% 52.66% 

V. CONCLUSION 

This paper presents the optimized experimental results with elemental analysis. The three perspectives of the 
proposed methodology are: (a) Performing the fault injection on the proposed Trivium stream ciphers, (b) 
Implementation of the previous step is possible, once it embeds on the FPGA integrated circuit, and (c) 
performing the real-time experiments and compare it with the simulation results. The injections carried out in 
the Trivium ciphers are reckon on the implementation of each stream cipher at clock signal insertion. Finally, 
the proposed methodology shows that the system has an overall efficiency of 59% and it has the ability of 
54% to introduce the faults in the inner states.  
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Abstract 

Of the multiple applications of the piezoelectric ceramics transducers such as Lead-Zirconate-Titanate (PZT), one prominent one 
is in the field of non-destructive evaluation (NDE) using the Electromechanical Impedance method (EMI).  In this method a 
piezo-ceramic transducer (PZT) is bonded on to the structure and actuated using a harmonic voltage at ultrasonic frequency 
ranges. The dynamics of the PZT-structure interaction is captured in the frequency response of the electrical admittance of the 
PZT, popularly called as the admittance signature. A mechanical damage in the structure alters the mass, stiffness and damping 
properties locally, which in turn alters the admittance signature. Many analytical and semi-analytical models of the EMI method 
that have been used are limited in application to simple systems. The coupled-field finite element modeling has been 
demonstrated to quite accurately predict the admittance signatures as obtained by the experimental EMI technique. This paper 
presents the results of identification and quantification studies of damage using the analysis of admittance signatures obtained by 
coupled-field FE model of a simple cantilever type plate in ANSYSTM. 
 
© 2018 Elsevier Ltd. All rights reserved. 
Selection and/or Peer-review under responsibility of Materials Processing and characterization. 

Keywords: Piezoelectric ceramic transducer; Lead-Zirconate-Titanante (PZT), Electromechanical Impedance  (EMI) ;  Non-Destructive 
Evaluation (NDE); Coupled-field FE analysis 

1. Introduction 

An emerging non-destructive evaluation (NDE) technique with the potential of real time, online and automated 
monitoring of the health of machinery and structures is the electromechanical impedance (EMI) method.  The 
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diagnostic signal in this method is the electrical admittance response over frequency of the piezoelectric ceramic 
transducer, such as the Lead-Zirconate-Titanate (PZT), surface-bonded to the structure, obtained over high 
frequency ranges in the order of kHz.  Upon being subjected to high-frequency alternating voltage, the PZT vibrates 
and transfers the vibrational energy to the structure.  If bonding is strong between the PZT and the structure, there 
exists a dynamic coupling between the mechanical impedances of the PZT and the structure, which is reflected in the 
electrical admittance of the PZT transducer.  The diagnostic signal generated is the frequency response of the 
electrical admittance of the surface-bonded PZT, ranging anywhere between 1kHz – 100kHz, which is called as the 
admittance signature.  Defects, deteriorations and damages in the machinery components or structural members 
change the dynamic parameters of the system, such as mass, stiffness and damping.  These in turn change the natural 
frequencies of the system and get reflected in the pattern changes of the admittance signature, which serves as the 
indicator of damage  [1]–[4]. 

In this paper, a numerical study is carried out to generate admittance signatures for a cantilever beam subjected to 
material damage at the fixed end. The change in the admittance signature pattern is quantified by statistical 
quantification techniques [5]. 

2. Electromechanical Impedance (EMI) Technique 

2.1. Experimental Approach 

The typical experimental set-up has the following components: (a) test specimens to be tested or the portion of the 
structural/machine component to be diagnosed (b) PZT transducers bonded onto or embedded within the specimen, 
(c) impedance measuring instruments such as impedance analyzer (HP 4192A, 4194A), LCR meter (Agilent 
E4980A Precision LCR meter) or a Digital Multimeter (d) electrical wire connections connecting the PZT to the 
impedance measuring device, (e) a desktop or a laptop computer equipped with a data acquisition software and (f) a 
PC-impedance instrument interface cable.  The transducers available in the market are usually so designed that after 
its bottom surface is bonded to the surface of the host structure, both the electrodes of the transducer are accessible 
from its top surface for soldering the wires. Two-part epoxy adhesive consisting of hardener and resin is used for 
bonding the transducers on to the surface of the specimens or embedding between two materials as in a composite.  
The electrodes of the transducers are then soldered by electrical wires of desirable lengths.  The soldered wires 
connected to a PZT transducer are then plugged into the impedance measuring equipments for the acquisition of the 
admittance signatures (both real and imaginary parts), extracted as a function of exciting frequency.  A program, 
functional in the interface software is run on the computer to operate the process of diagnosis automatically.   

The PZT transducer is excited through an alternating voltage signal of rms amplitude of 1 V using an impedance 
analyzer or an LCR meter, over a frequency range within 1 - 200 kHz.  This induces a high frequency vibration in 
the PZT.  The PZT, which is surface-bonded onto or embedded within the structural element, induces actuation in 
the structure, locally.  The PZT actuates the structure at any particular frequency and the structural response is 
simultaneously sensed by the PZT.  The current in the circuit divided by the applied voltage is the electrical 
admittance, which is extracted for every frequency step, as per-determined and commanded through the software 
input.  This frequency response curve or the admittance response versus the excitation frequency range is called as 
the electromechanical admittance signature. The full details of the set-up can be obtained in the literature [1]–[4], [6] 
. 

For an healthy state of the structure, the admittance signature is extracted, which becomes the reference or the 
baseline or the pristine state signature.  As desired, at a later point of time, the admittance signature is again 
extracted to diagnose the structure.  Comparing the latest signature with the pristine state signature gives an idea of 
the changes in the signature. 

Any damage, such as a crack, debond or corrosion in the structure, alters the mass, stiffness and damping 
parameters locally around the damage.  The mechanical impedance of the structure accordingly gets altered as it is a 
function of the structural mass, stiffness and damping parameters.  Due to the impedance coupling that exists 
between the PZT and the structure, the changes in mechanical impedance reflects in the change in the admittance 
signature of the PZT attached to the structure. Thus, change in the pattern of the admittance signature serves as the 
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damage indicator. The changes in the admittance signatures can be statistically quantified or measured by parameter-
based damage metrics [3], [11]. 

2.2. Analytical and Semi-Analytical Models of EMI technique 

Several analytical or semi-analytical models of the EMI method have been developed and tested against the 
experimental investigations [7]–[11] . Researchers have proposed a semi-analytical modeling approach incorporating 
the FE model and the impedance based model, commonly known as finite element analysis (FEA)-based impedance 
model. This model enables the modeling of PZT-structure interaction without the presence of PZT patch in the 
model, as it has been simplified and represented by a force or moment. This approach retains the simplicity of the 
impedance based model while utilizes the strength of FEM including the ability in modeling generic distributed 
structures possessing anisotropic material, mass loading and non-uniform boundary conditions.  However, this is not 
the full numerical simulation and has the limitations in approximating the actuator force transmitted to the structure 
as acting only at the boundary of the PZT transducer. 

2.3. Coupled Field FE Modeling of the EMI technique 

However, these have been restricted only to very simple structures with simple boundary conditions.  When the 
structure to be studied is relatively complex or with complicated boundary conditions, or when the targeted model 
involves a system of structures interacting with each other, analytical modeling is usually impossible. Numerical 
models turn up to be a viable option, which often provide close enough approximation to the exact solution, 
satisfactory for engineering applications. Recent developments of various finite element (FE) method based software 
packages and advancement in computing technology render the numerical modeling technique more attractive 
option. 

In recent years, a full numerical simulation of the EMI technique has been demonstrated using the coupled field 
finite element modeling and analysis of the PZT in ANSYSTM [12]–[14]. Using this numerical simulation, the 
admittance signatures can be directly obtained just as we get in the experimental results.  Thus, the coupled field FE 
simulations can help in examining the various pattern changes of the admittance signatures under various conditions 
of damage without the need of complex experimental set-up.  Recently, a study has been carried out on the influence 
of the PZT material and geometric parameters on the admittance signatures [15]. It has been observed that the 
susceptance (imaginary admittance) signatures are more indicative of the PZT characteristic changes than the 
conductance (real admittance) signatures.  

In ANSYSTM, piezoelectric analysis comes under the category of coupled field analysis. Coupled-field analysis 
considers the interaction or coupling between two or more disciplines of engineering. Piezoelectric analysis caters 
for the interaction between structural and electric fields. Coupled-field analysis derives solutions to problems not 
possible with the usual FE methods, by simplifying the modeling of coupled-field problems. Piezoelectric analysis 
makes use of direct coupling method, which involves only one analysis with the use of one coupled-field element 
containing all necessary degrees of freedom. 

This formulation is very convenient for evaluating the admittance signatures used in the EMI technique. The 
complex electrical admittance signature, which is the ratio of electric current to voltage,  expressed as: Y = I / V, 
where Y is the complex electrical admittance of the PZT, V is the sinusoidal voltage applied and I  is the modulated 
current in the PZT, all being complex terms.  When the voltage is taken as 1 volt, the output current directly gives 
the electrical admittance. By performing Harmonic Analysis and extracting the current as output we can obtain the 
admittance signature.  The details of the steps involved in modeling and harmonic analysis were similar to those 
used in the literature [10], [14]. 

Yang and co-researchers [9] studied the ability of coupled-field FE model in simulating the PZT-structure 
interaction. PZT patch surface-bonded onto aluminium structures of various shapes were simulated and compared 
with the experimental counterparts. The overall outcome of the numerical simulation showed excellent agreement 
with the experimental tests up to a frequency as high as 1000 kHz. 
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Advantages of FE simulation using coupled elements include: results in terms of electrical admittance can be 
readily obtained and compared with the experimental counterparts, higher accuracy can be achieved as the entire 
PZT patch can be simulated instead of being replaced by a force or moment, local modes omitted in the analytical 
model can be excited in the coupled field model, and the bonding layer and shear lag effect can be physically 
simulated. 

Lim and Soh [13]showed that by adjusting material parameters and choosing an appropriate Damping Model the 
results obtained from the couple field. FE Simulations can have very close arrangement with the experimentally 
obtained signatures. In this work, the same simulation method was adopted. 

3. Numerical Simulation of Damage 

The objective of this numerical simulation is to study the changes in the admittance signatures due to damage 
induced in the material of a cantilever plate like structure. For this study, a thin metallic plate of dimensions 300 mm 
length, 20 mm width and 2 mm thickness, is considered as shown in the Figure 1. This is constrained at one end to 
form a cantilever type end conditions. 

 

 

Fig. 1. Cantilever Metallic Plate bonded by a PZT (a) 3D view (b) Side View 

The piezoelectric ceramic (PZT) is assumed to be bonded at 100 mm from the fixed end of the plate.  The 
dimensions of the PZT chip are chosen to be 10 mm length, 10 mm width and 0.3 mm thickness. The PZT is bonded 
symmetrically over the width of the top surface of the thin metallic plate as shown in the Figure 1 (a).  In this 
analysis, the thickness of the bonding adhesive layer is ignored and the PZT is assumed to be perfectly bonded to the 
structure. 

 
The material properties considered for the PZT are based on catalog of PI Ceramic for PI 155, commonly 

considered in the literature, as shown in Table 1.  Hysteretic damping ratio is chosen as used by Lim and Soh [13].  
The properties of the metallic material of the plate are listed in Table 2. 
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Parameters Symbols Values Units 

Density  PZT 7800 kg/m3 

Compliance 

s11= s22 15 

10-12 m2/N 

s33 19 

s12 = s21 -4.5 

s13= s31 -5.7 

s23= s32 -5.7 

s44= s55 39 

s66 49.4 

Electric 
permittivity 

(Relative values) 

εT
11 1980 

 
εT

22 1980 

εT
33 2400 

Piezoelectric strain 
coefficients 

d31 -210 

10-12 C/N 

d32 -210 

d33 500 

d24 - 

d15 580 

Mechanical 
quality factor 

Qm 100  

Damping ratio 
(Hysteretic) 

ξPZT = (2Qm)-1 0.005  

Dielectric Loss 
tangent 

tan 0.02  

 
Table 1: Properties of the Piezoceramic (PZT) material 

 
Property Notation & Value 

Young’s Modulus E = 6.89 x 1010 N/m2 
Density ρ = 2600 kg/m3 

Poisson’s ratio  = 0.3 
Hysteretic damping ratio ξ = 0.0005      

Table 2 Properties for the Host Structure (Metallic Plate) material 
 

FE meshing and Damage Model 
The meshing for this model is done using 8-noded solid brick elements, SOLID 45 for the plate and SOLID 5 for 

the PZT transducer.  The mesh sizes for both PZT and the cantilever chosen were 1 mm. This was so as to get exact 
overlapping of nodes.  The two elements, i.e. the plate and the PZT, were bonded in the model by using the feature 
of merging the nodes that coincide.   The size of the mesh was taken from the previous works [12], [13], which 
showed that for the chosen frequency range of excitation, 1mm mesh size would give quite accurate results.  For this 
size of the mesh, the plate thickness would accommodate two elements along the depth.   As the maximum bending 
stresses would occur usually at the fixed end of the cantilever, the damage is induced by reducing the stiffness of the 
top elements of the beam along the boundary near the fixed end.  The reduction in stiffness that is considered is as 
given in Table 3. 
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Plate Material 
Property Altered 

Pristine 
State 
(D0) 

Damage 
State 1  
(D1) 

Damage 
State 2  
(D2) 

Damage 
State 3  
(D3) 

Material Stiffness  
(x 1010 N/m2) 

6.89 5.1675 3.445 1.7225 

Percentage Reduction  
in stiffness 

- 25% 50% 75% 

 
Table 3:  Reduced Stiffness Values to Induce Damaged States 

 
Modal Analysis is done for the above cases to obtain the system natural frequencies.  The admittance signatures 

are obtained by performing Harmonic Analysis in ANSYSTM ([12], [13]) in the frequency range of 0 – 5 kHz, which 
covers first few resonant frequency peaks about 10 natural frequencies of the structure.   

4. Results and Discussion 

The natural frequencies for first 20 modes covering the first modal frequency of 18.6 Hz to 20th modal 
frequency of about 5700 Hz were extracted and studied for all the four cases of damages as shown in Table 3.  There 
were natural frequency reductions observed with progressive damage states.  The reduction in natural frequencies of 
the damaged states D1, D2 and D3 were obtained with respect to the pristine or undamaged state.  The results of the 
reduction in natural frequencies for the three damaged states for the first 20 modes are shown in Figure 2.  The 
immediate observation is that for the same state of damage the higher frequency modes show greater values of 
frequency reduction.  Thus, higher natural frequencies are more favourable and sensitive for providing indications of 
damage as compared to the low frequency modes.  It can also be observed that for the same mode, with increase in 
damage severity, the frequency reduction values are higher.  Thus, progressive states of damage severity can be 
monitored by proportionate reduction in natural frequencies for all the modes.  Further, it may be observed that the 
modal frequency reduction values for mode numbers 9, 12, 15, 17 and 19 are lower than their immediate 
neighbouring modes.  This is due to the fact that the vibration nodes (zero displacement points) are either coinciding 
or in the close vicinity of the location of the PZT transducer for these modes. 

 

 

Fig. 2. Reduction in Natural Frequencies with increasing Damage Severity 

The real and imaginary parts of the admittance signatures, namely conductance signatures and the susceptance 
signatures, for the pristine state and the damaged state for the frequency range of 0 – 5 kHz are shown in Figures 
3(a) and 3 (b), respectively. The frequencies of the peaks in the signatures correspond to the structural natural 
frequencies that resonate with the actuating frequency.  Preliminarily, we can observe that there is hardly any 
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significantly noticeable change in the signatures, particularly in the lower frequency regions.   However, when zoom 
in to a few peaks i.e. say around 2900 Hz and 3700 Hz, as shown in Figures 4(a) & 4(b) and 5(a) & 5(b), 
respectively, we can observe significant peak shifts towards the left.  This indicates that natural frequencies are 
reducing for those modes of vibration, and this is an indication of damage.    

 

 
Figure 3(A):  Conductance Signatures over frequency range of 0 – 5000 Hz 

 

 
  Figure 3(B):  Susceptance Signatures over frequency range of 0 – 5000 Hz 
 

 
Figure 4(A):  Conductance Signatures over frequency range of 2900 – 3000 Hz 
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Figure 4(B):  Susceptance Signatures over frequency range of 2900 – 3000 Hz 

 
Figure 5(A):  Conductance Signatures over frequency range of 3700 – 3800 Hz 

 
Figure 5(B):  Susceptance Signatures over frequency range of 3700 – 3800 Hz 

 
With the increase in the severity of the damage, there is a greater shift of the peaks in the signatures towards 

the left.  For NDE and continuous monitoring purposes, these progressive shifts of the peaks are indicative of 
increasing severity of the localized damages.  We can observe that the amplitude or the magnitude of the peaks do 
not change much.  In experimentally obtained admittance signatures we do observe drastic changes in the 
magnitudes of the peaks as well, which is because of local changes in the damping parameters at the location of the 
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damage.  In the numerical simulations considered here the damping parameters are not modeled in relation to the 
damage location and severity.  Thus, in the signatures in Figures 4 and 5, we do not observe significant amount of 
change in the magnitudes of the peaks. 

To be able to quantify the changes in the admittance signatures, suitable statistical tools need to be adopted.  
The most commonly used damage metric in the research literature on EMI is the root mean square deviation index 
which is defined as follows. 

RMSD (%)  =  
 

2

1

2

1

x

xy

i

Ni

i

Ni

i
ii













x 100                        (1) 

where ix and iy  (I = 1,2,3…N) are digital signatures obtained from the PZT bonded to the structural before and 

after the damage is incurred.  
The same is adopted here to quantify the observed changes in the damage states.  The RMSD values for the 

damaged states are calculated for  (a) the full range of actuating frequency, i.e. 0 – 5000 Hz, (b) the subrange of the 
actuating frequency between 2900 – 3000 Hz and (c) sub-range of the actuating frequency between 3700 – 3800 Hz.  
The RMSD values obtained for conductance signatures are shown in Table 4 and the RMSD values for susceptance 
signatures are shown in Table 5. 

 

 
Table 4:  Damage Index (RMSD) for Conductance Signatures 

 

 
Table 5:  Damage Index (RMSD) for Susceptance Signatures 

 
Quick comparison between Tables 4 and 5 reveals that RMSD values for characterizing difference in the 

conductance signatures are much higher than those for susceptance signatures.  Although it is observed that 
susceptance signatures are shifting towards left, the RMSD index does not effectively capture this change.  The 
nature of most of the statistical indices, including RMSD index, is that they quantify the magnitude of the vertical 
shifts of the signatures, averaged over the entire frequency range.  RMSD values for conductance signatures are high 
due to high peak values at resonant frequency over a small interval of frequency.  According to conclusions of past 
work, conductance signatures are more sensitive and better indicators of damage than the susceptance signatures [1].  
However, observations here show that it is dependent on the type of damage index that we chosen for quantification.  
It has been noted however that conductance signatures are more sensitive to the changes in structural parameters 
while susceptance signatures are more sensitive to the changes in PZT’s electrical and mechanical parameters.  

Further observation shows that for both conductance and susceptance signatures the RMSD values increase 
proportionately to the damage severity, i.e. as we move from left to right along any row of the Tables 4 and 5. This 
indicates that RMSD index captures increase in severity for both conductance and susceptance signatures.   

Damage State D1 D2 D3

Full Range (0.0 - 5.0 kHz) 90.7 126.8 134.8

Sub-Range 1 (2.9 - 3.0 kHz) 92.5 131.1 143.2

Sub-Range 2 (3.7 - 3.8 kHz) 90.9 127.8 134.2

Damage Index (RMSD) for Conductance Signatures

Damage State D1 D2 D3

Full Range (0.0 - 5.0 kHz) 2.7 3.8 4.1

Sub-Range 1 (2.9 - 3.0 kHz) 6.1 8.6 9.4

Sub-Range 2 (3.7 - 3.8 kHz) 12.9 18.1 19.0

Damage Index (RMSD) for Susceptance Signatures
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Choosing a smaller sub-range of frequency for RMSD quantification of signature changes does not help 
much for conductance signatures, as observed when we move top to down along the columns of Table 4.  However, 
choosing the smaller sub-range of frequency in the vicinity of the structural natural frequencies increases the RMSD 
index for susceptance signatures, as can be observed by moving top to down along the columns of Tale 5.   If only 
conductance signatures are used for damage diagnosis, then the band of the frequency range chosen for 
quantification does not affect the results much. 

5. Conclusions 

This paper presented a Coupled-field finite element (FE) modeling and analysis of the Electromechanical 
Impedance (EMI) method using Piezoelectric ceramic (PZT) transducers.  This method has a potential for Non-
destructive evaluation (NDE) for machine components and structures, with the capability of real-time continuous 
online monitoring.  The numerical study included inducing damage at the fixed support of a cantilever plate by 
reducing the stiffness of the material of the plate, locally.  The electrical admittance signatures of the PZT ceramic 
chip bonded onto the plate were used as the diagnostic signals for evaluation of the condition of the plate. Modal 
analyses and harmonic analyses for all the damage states, including the pristine or undamaged state of the plate were 
carried out in ANSYSTM.  The modal analysis results show that higher frequency ranges capturing the higher modes 
of the structural vibration are better suited for damage diagnosis compared to the lower ones.  The conductance (real 
admittance) signatures and susceptance (imaginary admittances) signatures both show leftwards shifts of the natural 
frequencies, seen by shifts of the resonant peaks.   These peak shifts appear to be insignificant over a large frequency 
range. However, these are clearly perceivable over smaller sub-ranges of the frequency in the vicinity of the resonant 
peaks.  With the increase in damage severity, the degree of leftward shifts of the peaks is also higher.  This serves as 
an indicator for damage severity growth.  The commonly used Root Mean Square Deviation (RMSD) index is used 
to quantify the changes in the signatures.  It is shown that the RMSD index could be used more effectively for 
quantifying conductance signature changes than the susceptance signature changes.     
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Abstract—The Lossless information concealing gives the embedding of information in a host 
photo with no loss of information. This study discuss a lossless information hiding as well as 
photo cryptography technique based upon Chaos Block to picture file encryption the 
lossless methods if the significant picture is thought about dependable, the embedding 
distortion could be absolutely gotten rid of from significant photo later the ingrained 
information has actually been essence. This treatment makes use of attributes of the pixel 
distinction to install even more information compared to various other arbitrarily dividers 
making use of Block based Sharpness Index Filtering and also improve with solitary degree 
wavelet disintegration moving method to avoid photo distortion issues. In this job 
additionally handles relatively easy to fix information concealing based upon disorderly 
method. Where originally photo pie chart procedures to regard the pixels which is selected 
for concealing each little bit of secret information, after that by the logistic disorderly map 
calculate an order of concealing each little bit stream. Performances separate with various 
other exist lossless information concealing strategy supplying reveal the supremacy of the 
study. In this recommended research study PSNR is discovered virtually 5.5 * 103 as well as 
existing 4.8 * 103 at 100 embedding price which boost for our existing method that 
substitute in MATLAB 2017a.  
 
Index Terms— chaotic S-block, reversible data hiding, Lossless data hiding, encryption, 
cryptography, SSI, BSSI. 

I. INTRODUCTION 

There are numerous strategies offered for information security. From which security as well as information 
hiding are 2 reliable ways of information security. The file encryption strategies transform plaintext web 
content right into unreadable cipher message. The information hiding strategies installed added information 
right into cover media. The information could be installed by presenting minor adjustments. Information 
concealing might be carried out with a lossless or relatively easy to fix way. In the suggested system the 
terms "lossless" and also "relatively easy to fix" will certainly be identified. In the previous referrals these 2 
terms have the very same significance. 
If the display screen of cover signals consisting of ingrained information is like that of initial cover although 
the cover information have actually been customized for information embedding, in this situation we could 
claim that the information hiding technique is lossless. If the initial cover web content could be completely 
recuperated  from  the  cover  variation  consisting  of  ingrained  information  although  a  mild distortion has  
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actually been presented in information installing treatment, in this situation we could state that the 
information concealing system is relatively easy to fix. 

II. LITERATURE REVIEW 

Writer Xinpeng Zhang, in his paper" Reversible Data Hiding with Optimal Value Transfer" has actually 
attempted to enhance the efficiency of relatively easy to fix information hiding. In order to accomplish an 
excellent payload-distortion efficiency of relatively easy to fix information hiding, his job initially locates the 
optimum worth transfer matrix by taking full advantage of a target feature of pure haul with a repetitive 
treatment, and afterwards suggests a sensible relatively easy to fix information concealing plan. The 
distinctions in between the initial pixel-values as well as the equivalent worths approximated from the next-
door neighbors are made use of to lug the haul that is composed of the real secret information to be ingrained 
as well as the complementary info for initial web content recuperation [5] Kede Ma, Weiming Zhang, 
Xianfeng Zhao, Nenghai Yu, as well as Fenghua Li have actually created the system by scheduling area prior 
to file encryption. Making the information concealing procedure simple and easy, additional area is made 
vacant in the previous phase. The approach could make the most of all conventional RDH methods for simple 
pictures and also attain exceptional efficiency without loss of ideal privacy. Moreover, this unique technique 
could accomplish genuine reversibility, different information removal and also substantially renovation on 
the top quality of significant decrypted pictures. Relatively easy to fix information hiding (RDH) in photos is 
a method, whereby the initial cover could be loss less recuperated after the ingrained message is removed [3] 
Jessica Fridrich, Miroslav Goljan, Petr Lisonek, and also David Soukal have actually revealed that by 
utilizing the damp paper coding, one could stand for typically Nd little bits by just turning a component of 
completely dry aspects where Nd is the variety of completely dry aspects. In this circumstance, the data-hider 
might turn the completely dry components by changing [6] 

III. PROPOSED WORK 

A. Lossless Data Hiding Scheme 
This scheme involves three parties:  
1. An image provider.  
2. A data hider.  
3. A receiver.  
The duty of picture company is to secure each pixel of the initial plaintext photo making use of the general 
public secret of the receiver. The information hider is not aware with the initial photo. Information hider 
could change the cipher message pixel worths to install some added information right into the encrypted 
picture by multi-layer damp paper coding. There exists one problem that the decrypted worths of brand-new 
as well as initial cipher-text pixel worths should be very same. The receiver have the encrypted photo 
consisting of the extra information, a receiver understanding the information concealing trick might draw out 
the ingrained information, while a receiver with the exclusive trick of the cryptosystem could execute 
decryption to get the initial plaintext photo. The ingrained information could be removed in the encrypted 
domain name, as well as could not be removed after decryption. That suggests the information embedding 
does not impact the decryption of the plaintext photo [6]  

B. Reversible Data Hiding Scheme 
To reduce the photo pie chart some preprocessing is utilized in relatively easy to fix system. After that each 
pixel is secured with additive homomorphism cryptosystem by the photo company. When information hider 
has the encrypted photo, he changes the cipher message pixel worths to install a bit-sequence created from 
the added information as well as error-correction codes. Because of the homomorphism home, the adjustment 
in encrypted domain name will certainly lead to small increase/decrease on plaintext pixel worth’s. The 
benefit of pie chart diminish prior to file encryption is that the information embedding procedure does not 
create any kind of overflow/underflow in the straight decrypted picture [7]. 

C. Combined Data Hiding Scheme 
In the lossless system as well as the relatively easy to fix system, the information embedding procedure is 
executed in the encrypted domain name. The information removal for over 2 systems is extremely various. 
With the lossless system, information embedding does not influence the plaintext web content as well as 
information removal is likewise carried out in encrypted domain name. With the relatively easy to fix system, 
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there is minor distortion in straight decrypted picture could make use of by information embedding, and also 
information removal and also picture recuperation should be done in plaintext domain name. In the 
consolidated plan, the picture carrier executes pie chart reduce and also photo security. When having the 
encrypted picture, the information -hider could install the very first component of added information. On 
receiver side, the receiver to start with removes the 2nd component of added information from the LSB-
planes of encrypted domain name [1]. 
In both of both systems, the information embedding procedures are carried out in encrypted domain name. 
On the various other hands, the information removal treatments of both systems are extremely various. With 
the lossless system, information embedding does not impact the plaintext material as well as information 
removal is additionally done in encrypted domain name. With the relatively easy to fix system, there is mild 
distortion in straight decrypted photo brought on by information embedding, and also information removal 
and also picture healing have to be executed in plaintext domain name. That indicates, on receiver side, the 
extra information installed by the lossless plan could not be removed after decryption, while the added 
information installed by the relatively easy to fix plan could not drawn out prior to decryption. In this area, 
we incorporate the lossless and also relatively easy to fix plans to build a brand-new system, where 
information removal in either of both domain names is practical. That implies the extra information for 
numerous objectives might be installed right into an encrypted photo, and also a component of the added 
information could be removed prior to decryption as well as an additional component could be drawn out 
after decryption. In the mixed plan, the picture service provider executes pie chart reduce as well as picture 
file encryption. When having the encrypted picture, the data-hider could install the initial component of extra 
information utilizing the technique. Signifying the cipher text pixel worths including the very first component 
of extra information as c'(i, j), the data-hider determines where r"(i, j) are arbitrarily chosen in Z * n or 1 * s+ 
Z n for Paillier and also Damgard-Jurik cryptosystems, specifically. After that, he could utilize damp paper 
coding in numerous LSB-planes of cipher text pixel worths to install the 2nd component of added 
information by changing a component of c'(i, j) with c"(i, j). To puts it simply, the technique is utilized to 
install the 2nd component of added information. On receiver side, the receiver first of all removes the 2nd 
component of extra information from the LSB-planes of encrypted domain name. After that, after decryption 
with his exclusive secret, he removes the initial component of added information as well as recoups the initial 
plaintext photo from the straight decrypted photo.The illustration of the consolidated plan is displayed in 
Figure 1. Keep in mind that, because the reversibly ingrained information must be drawn out in the plaintext 
domain name and also the lossless embedding does not influence the decrypted outcome, the lossless 
embedding ought to executed after the relatively easy to fix embedding in the mixed system.  

 Figure 1. Sketch of combined scheme 
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IV. SIMULATION RESULTS 

                          Fig 2 Encryption process                                                                  Fig 3 Decryption process 

V. CONCLUSION 

In the lossless plan, the ingrained information could be straight removed from the encrypted domain name, as 
well as the information embedding procedure does not influence the decryption of initial plaintext picture. In 
the relatively easy to fix system, the extra information could be removed from the plaintext domain name, 
and also, although a minor distortion is presented in decrypted photo, the initial plaintext photo could be 
recouped with no mistake. Because of the compatibility of both plans, the information embedding procedures 
of the lossless and also the relatively easy to fix systems could be concurrently executed in an encrypted 
picture. So, the receiver could remove a component of ingrained information in the encrypted domain name, 
and also remove an additional component of ingrained information and also recuperate the initial plaintext 
picture in the plaintext domain name. 
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